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IEC 61850 Server for OrionLX

The documentation for the OrionLX and OrionLXm is structured as follows.

Manual name (see cover
page of each manual)

Purpose

Quick Startup Guide

Describes out-of-the-box setup for quick installation.

Orion LX User Manual or
OrionLXm User Manual

Description of OrionLX/OrionLXm hardware.
Setup of configuration using NCD (NovaTech Configuration Director)
OrionLX/OrionLXm:
o Configuration of OrionLX/OrionLXm features
o Runtime features
Functions of Orion MMI console
Setup and operation of the video option (-MMB) (OrionLX only)

OrionLX Applications
Manual

Specific setup and operation of OrionLX features, such as firewall,
SFTP access, installation of SSL certificate, access to OrionLX’s SQL
database with Microsoft Access® and Excel®, and others.

Software Manuals

Software manuals explain all aspects of setup and operation of
protocols such as DNP3 master and software options (Archive, Logic,
DA Logic, etc.)

Tech Notes

Tech Notes provide solutions for general integration, such as scaling or
setup of RS-485 networks.

Field Instructions

Field Instructions provide step-by-step instructions for installation of
new hardware or software in the field.
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Styles and Symbols

In this document, fonts, text styles and symbols are used to distinguish standard text from keyboard input,
program text, GUI messages, and hyperlinks as follows. Warnings and safety notices are indicated with
ANSI symbols.

Displayed text or symbol

Description

This is normal text.

Standard text.

See OrionLX Setup

Hyperlink to text in same document.

www.novatechweb.com

Hyperlink to website.

orion.support@novatechweb.com

Clicking on this link starts email client on PC.

See OrionLX User Manual

Document name.

Minimum value

Menu item or text displayed by software.

Name of the data point

Text to be entered in input field or window.

Save

GUI button to be clicked.

if frequency < 60.0 then

Program code.

<Enter>, <Ctrl>+<G>, <G>

Key to be pressed.

This yellow triangle indicates a warning that
must observed by the users in order to avoid
possible equipment damage or personal
injury.

This yellow triangle indicates an electrical
hazard.

A
A\

Arad

Electrostatic sensitive device requires proper
handling and grounding procedures to avoid
equipment damage.

DANGER indicates a hazardous situation
which, if not avoided, will result in death or
serious injury.

AWARNING

WARNING indicates a hazardous situation
which, if not avoided, could result in death or
serious injury.

A\ CAUTION

CAUTION indicates a hazardous situation
which, if not avoided, may result in minor or
moderate injury.

Note that depending on the Windows® display settings on the computer running NCD, some of the
screen shot details may appear differently than those shown in this manual. The screen shots in this
manual have been taken using the setting “Windows Classic” which is available on Windows XP®,
Windows Vista® and Windows 7®.
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Introduction to IEC 61850 Server Module

The IEC 61850 Server module enables the OrionLX to assign Orion points to any data attribute modeled
in an SCL file. You can use features in NCD to create, modify, and export SCL files that follow the IEC
61850 file structure and naming conventions.

NCD uses two modes specifically designed to manage IEC 61850 Server files and points: the IEC 61850
Model Builder and the NCD Server mode for IEC 61850, accessible in the IEC61850 Master Port window.
These two modes work in tandem to create and model SCL files (Model Builder) and to assign Orion
master points to the created SCL files (NCD Server Mode).

NCD facilitates the creation of SCL files according to the specifications required by the IEC 61850
standard. This procedure contains the following three main phases.

Model Builder Phase. In Model Builder, a mode available in NCD, you configure and model the
hierarchal data structure of an IEC 61850 file according to the specifications in the standard. In
this mode, you can also configure various descriptive settings and create and assign functional
constraints, DataSets, Report Control Blocks, and GOOSE Control Blocks. After this phase,
export the file as an ICD file.

Third-Party SCT Software Phase. This phase may or may not be necessary for your
environment. In this phase, the ICD file created in the preceding phase is imported into a third-
party System Configuration Tool (SCT). Use this application to instantiate the classes defined in
the IED SCL files and create one system SCL file. With the SCT, you can create multiple
instances of an IED with one ICD file, name each individual IED in the file, and modify other
settings. After making the required configuration changes, export the file to a SCD file.

NCD Server Phase. In this phase, in the Server mode of the IEC 61850 protocol in NCD, import
the file. This mode allows you to map configured Orion points from any master protocol to the
data attributes defined in the imported SCL file. After this phase, the Orion points assigned to the
IED 61850 Server are saved to an NCD file and the configured data structure is saved to an NCZ
file. After this phase, send the generated NCD and NCZ files to the Orion.

The IEC 61850 Server modes in NCD are designed to facilitate the creation and modification of SCL files
while following the conventions required by IEC 61850. The following figure represents the procedure for
creating an SCL file using the 61850 Server module.

Create Logical Devices and

. Export fi Model Optional) Go th h
Nodes, Data Objectsand —» AR O MR, ROne o0 e vare
Attributes in Model Builder. ) party ’
Save configured Assign Orion points to In NCD Mode, import SCL
settings in NCD and Data Attributes. file.

NCZ files.

Upload NCD and NCZ files
to Orion.

Figure A-1: Initial File Creation Procedure Diagram

Within NCD, IEC 61850 Server Mode reads an SCL file and can assign any point created in an Orion
master port to data attributes in the SCL file.

A-9
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The IEC 61850 Server Module is available on all devices in the OrionLX family with the exception of the
standard OrionLX device. When the term “OrionLX” is used in this manual, it refers to any device in the
OrionLX family except the standard OrionLX model.

The following sections describe some useful conceptual information for configuring IEC 61850. For
general information regarding IEC 61850 which is beyond the scope of this manual, refer to the
International Electromechanical Commission (IEC) website: www.iec.ch.

About File Types Compatible with IEC 61850 Server

The Model Builder and Server Mode modes in NCD support various types of SCL files specifically
modeled for use with an IEC 61850 environment. These file types include SCL, ICD, CID, and SCD files
and must use the XML structural hierarchy and naming conventions required by the IEC 61850 standard.
When you create a new file using the Model Builder application, you ensure that the resulting file follows
the required file structure.

An ICD file is usually a generic file that can be configured for various RTU devices. This file type can only
have one generic IED name, and only one IP address. All files exported by the Model Builder application
have the ICD file type. You can use a third party SCT application to create multiple IEDs using the models
in the ICD file, to export to other file types (such as CID or SCD), and to set the IED names and IP
addresses included in the file.

An SCD file is often used to describe all of the devices in the substation and is generated by a third-party
SCT application. The file may contain several sections; one for each IED name configured for the file.
Each IED in the file represents a corresponding device in the substation.

When the term “SCL file” is used in this manual, it refers to any compatible file, such as ICD, CID, SCD,
and SCL files.

About IEC 61850 Point Naming Conventions and Hierarchy

Both the object data structures in the SCL file and the resulting attributes follow a specific hierarchal
order, as required by the basic communication structure section of the IEC 61850 standard. The hierarchy
is implemented using the following elements, with each element modeled under the preceding element
level. These elements are modeled in the Model Builder mode in NCD.

LD: Logical Device

LN: Logical Node

DO: Data Object (Also SDO)
DA: Data Attribute (Also BDA)

Points modeled in the file use the following naming format, visible in the IEC 61850 Client and Server
protocols: IEDnameLD/LN/DO.SDO.SDO/DA.BDA.BDA[FC], where [FC] represents the functional
constraint configured for the point. For example:

M571 103Measurements/DmdMHAI1/TddA.phsB/q[MX]

The SDO and BDA elements only display in the point name when such classes are modeled for the point.
The above example displays the SDO phsB. Multiple SDA and BDA elements can be modeled for one
point.

A-10
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For information about configuring these elements, view the Model Data Objects and Data Attributes under
a Logical Node section.

A-11
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Overview of the IEC 61850 Server for OrionLX Manual

Section | Title Content
A Introduction General description and background information regarding the
IEC 61850 server applications.
B Model and Configure a | Describes the procedure for generating and assigning points to
New SCL File a new SCL file. This section describes how to use the Model

Builder and NCD Server Mode applications to set up an IEC
61850 environment.

C Modify an Existing SCL | Describes the workflow process required for modifying the
File modeling structure of an existing, configured SCL file.
D Additional Resources Contains appendices and a list of external documents that may

be helpful in setting up an IEC 61850 environment.

Table A-1: Manual Overview

A-12
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B. Model and Configure a New SCL File
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About Creating and Assigning Points to a New SCL File

You must use two modes in NovaTech Configuration Director (NCD) to create a new SCL file to represent
the IED in your substation and to assign Orion data points to attributes in the SCL file. The two modes,
Model Builder and IEC 61850 Server Mode, are included in NCD in versions 3.30 or higher.

To generate a new SCL file and assign Orion data points to attributes in the file, you must complete the
following three phases in sequential order.

e Model Builder Phase
e SCT Phase (although the standard allows the use of an SCT, some users do not use an SCT)
e NCD Server Mode Phase

If you already have an existing SCL, ICD, or SCD file and you would like to assign Orion points to the
attributes modeled in the file, proceed to the Modify an Existing SCL File chapter.

Model Builder Phase

The first phase of creating a new SCL file is to create a file using NCD IEC 61850 Model Builder. In Model
Builder, you can create an SCL file and model and configure the logical devices (LD), logical nodes (LN),
data objects (DO), and data attributes (DA). In addition, you can create DataSets and associate them with
Report Control Blocks (RCB) and Goose Control Blocks (GCB) for each LLNO logical node modeled (for
more information, refer to About Unique Node Classes). You can also assign each logical node with a
string prefix, a numerical suffix, and a type that determines which data objects and data attributes are
contained in the logical node.

The procedures described above are detailed further in the following subsections. This chapter of the
manual is designed to serve as a tutorial, and is intended to be completed in the given order.

Create a New SCL File

Set Primary IED Options

Set Communication Options

Set Services Options

Add a Logical Device

Modify Logical Device Settings

Add a DataSet to an LLNO Node

Error! Reference source not found.

Add a GOOSE Control Block to an LLNO Node
Add a New Logical Node

Modify Logical Node Options

Model Data Objects and Data Attributes under a Logical Node
Model Data Objects on a Node Type

Export the File

After you finish modeling the data, you export it to an ICD file, which you can either import in a third party
SCT application to configure a complete substation description or import in NCD Server Mode for Orion
point assignment.
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Create a New SCL File

To open Model Builder from NCD, complete the following steps.

1. InNCD, inthe File menu, select IEC 61850 Model Builder.

## MNovaTech Configuration Director

File | Edit Communications Window Help

. 1 Mew..

ﬁ Open...
p

@ Save All

Convert 3
Show Differences...
Relay Helper...
Reorder Metwork Ports in NCD file...
:=  IEC 61850 Model Builder...

IECE1850.ncd
Exarnpleb51R.ncd
ACOD_OrionL¥m.ncd
BG_41111L_PRP_Switch.ncd
MovaTech_MERC_DEMO.ncd

Exit

Figure B-1: Open Model Builder

2. On the Model Builder landing page, you can either import an existing SCL file or create a new
SCL file. To create an SCL file, Click Create New .SCL File.
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MCD - [EC 61850 Model Builder

Import SCL file... Export to .ICD file.. Create Mew .5CL file

e

IED | Types

Close

Figure B-2: Create New SCL File

As a result, the IED Options page displays (Figure B-3).
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Set IED Options

Next, before modeling any data structures, you can set various IED options on the IED Options page of
Model Builder. In Model Builder, you can only create one IED per SCL file. As a result, the settings on this
page apply to the only IED in the SCL file.

Other than adding a logical device, none of the available actions on this page are required. However,
some of the available options may help document your application. If you do not want to set IED Options,
skip to the Add a Logical Device procedure.

MCD - [EC 61850 Model Builder

SCL file Export to ICD file Create New SCL file
IED | Types | Accept | | Cancel | Add LDevice Communicatic Services
Server - [ED
IED Options
Name | TEMPLATE (Exported as TEMPLATE)
Description IECE1850 IED

Type Subz:ation|

Manufacturer |Movalech LLC

Config. Versicn 1

[

Figure B-3: IED Options Page

Set Primary IED Options

To set descriptive settings for the newly created IED, complete the following optional steps. Note that, in
Model Builder, the Name field for the IED can only be set to “TEMPLATE,” due to the limitations of the
exported ICD format. This name cannot be modified in Model Builder.

1. Inthe Description field, type a description for the IED. The default value is IEC61850 IED.

2. Inthe Type field, type an organizational descriptor for the IED. This field is blank by default.

3. Inthe Manufacturer field, type the name of the manufacturer for the device represented by the
IED. The default value is NovaTech LLC.

4. Inthe Config. Version field, type the iteration number for the IED. The default value is 1.

5. Click Accept.
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Set Communication Options

Each IED contains a section labeled Communication, which contains various elements associated with
device addresses and connections. In Model Builder, you can set the values configured for each attribute
contained in the Communication section. All attributes in this section are optional.

For more information about the purpose of the attributes contained in the Communication section, refer
to the official IEC 61850 Technical Report document.

To set the options in the communication section for the IED, complete the following optional steps.

1. Onthe IED Options page (Figure B-3), click Communication.

4% Edit Communication Section hd

Section Description |
SubNetwork

Name |[Subnetworkl

Description
Type |8-MMS
Text
ConnectedAP
Access point name |AccessPoint
Description
Address
P |0.0.00
IP-SUBMET |255.255.255.0
IP-GATEWAY |0.0.00
OSI-NSAP
OSI-TSEL 0001
OSI-SSEL (0001
OSI-PSEL (00000001
OS51-AP-Title
QOSI-AP-Invoke
OSI-AE-Qualifier
QSI-AE-Invoke
MAC-Address
APPID
VLAMN-PRICRITY
VLAN-ID

Figure B-4: Edit Communication Section

2. Inthe Edit Communication Section dialog box, enter the desired text in each field that you
want to configure. Empty fields are not included in the generated SCL file.

3. Click oK.
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Set Services Options

Each IED contains a section labeled services, which contains various configurable attributes. In Model
Builder, you can determine the values configured for each attribute contained in the Services section.
All attributes in this section are optional.

For more information about the purpose of the elements contained in the Services section, refer to the
official IEC 61850 Technical Report document.

To set the options in the services section for the IED, complete the following optional steps.

1. Onthe IED Options page (Figure B-3), click Services.

4% Edit Services Section *

DynAssaciation
SettingGroups
GetDirectory
GetDataObjectDefinition
DataObjectDirectory
GetDataSetValue
SetDataSetValue
DataSetDirectory

ConfDataSet

oooooodd

medify

]
[

maxAttributes
max
DynDataSet

=10 [3]:
]

[
;

maxAttributes
max
ReadWrite
TimerActivatedControl
ConfReportControl
max
GetCBValues
ConfLagControl

max

Ue=ebtdzdii ez

ReportSettings
cbMame
datSet

rntll}

Figure B-5: Edit Services Section

2. IntheEdit Services Section dialog box, enter the desired text in each field that you want to
configure. Empty fields and unmarked check boxes are not included in the generated SCL file.

3. Click oK.
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Add a Logical Device

Logical devices are the highest class level in the IEC 61850 class hierarchy. Logical devices usually act
as a container for every logical node assigned to a particular IED. To add a logical device, complete the

following step.
1. Onthe IED Options page (Figure B-3), click Add LDevice.

As a result, three new rows are added to the IED tree in the left pane in Model Builder (Figure B-6): the
LDevice, the unique LLNO logical node (for more information, refer to About Unique Node Classes), and
the unique LPHD logical node. The LPHD node is automatically selected.

[ED | Types

4 Server - [ED
4 | Device
LLMO (LLMO)

Figure B-6: Left Tree Pane
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Modify Logical Device Settings

After adding a logical device, to modify its descriptive settings, complete the following steps.

1. Inthe IED tree in the left pane, select Lbevice.

MCD - IEC 61850 Model Builder

‘ Impart SCL file...

| Export to ICD file...

Create Mew SCL file

IED | Types

4 Sgryer - [ED
r|
LLNO {LLMO)
LPHD (LPHD)

Cancel | Delete LDevice | | Add Logical Node...

LDevice Options

Instance

Descripticn

LDevice

Close

Figure B-7: Modify Logical Device Settings

2. On the LDevice Options page, to modify the name of the logical device, in the Instance
field, type a name. This name displays in the IED tree in the left pane and in the exported file.

3. Inthe Description field, enter a description for the logical device.

4. Click Accept to apply your changes.

On this page, you can also delete this logical device or Add a New Logical Node.
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About Logical Nodes

Logical nodes act as the second level in the 61850 hierarchy; logical nodes are modeled under a logical
device, and logical nodes contain data objects, which contain data attributes. The following example
displays several logical nhodes under the logical device “LDevice.”

The Model Builder mode automatically creates two logical nodes for every created logical device: the
LLNO node and the LPHD node, which are associated with the LLNO class and the LPHD class,
respectively.

IED | Types

4 Server - [ED

4 | Device
LLMO {LLMG)
LPHD1 (LPHD
WGEMT (WGE
WGEN2 (WGEN)
WGEN3 |

I+ LDeviced1

I LDeviced2

Figure B-8: Logical Nodes in Tree

Each logical node is permanently associated with a node class and a node type. For example, in Figure
B-8, the logical node WGENS is associated with the node type “WGENL1,” indicated by the parenthetical
text. WGENS is also associated with the node class “WGEN,” although this association is not directly
indicated on the IED tab.

About Node Types

Every logical node has a permanently assigned type. In the left pane, a logical node’s assigned type is
displayed in gray, parenthetical text next to the node’s name.

IED | Types

4 Seryer - |[ED
2l Device
LLMNO (LLIMO)
LPHD1 (LFHD
GGIO (GGIO
GGIO2 (GGIO
GGIO3 (GGI0b

Figure B-9: Node Types on IED Tab

A type can have any number of individual logical nodes assigned to it. For example, the GGIO1 and
GGIO2 logical nodes in Figure B-9 share the same type, GGIO. The GGIO3 node is associated with a
different type: GGIOb.
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MCD - [EC 61850 Model Builder

mport .SCL file.. Export to ICD file Create New SCL file
IED| Types | Accept | | Cancel |
b LLNO
: I:P'!E' InClass GGIO : Generic process I/0
‘oo Edit Type GGIO
Eg:gb Select DOs:  (Greyed out check boxes in gnid indicate mandatory item
Used MName  Type Category Descri
| |Mod INC_Mead | Centrols Meode
Beh INS_Beh | Status information Behavi
| |Health |[INS_Health | Status information Health
| [MamPlt |LPL Descriptions Mame
EEMame | DPL Descriptions Extern
Lec SPS Status infarmation Local ¢

(]

=]
i

(]

Figure B-10: Remove Data Object

On the Types tab in the left pane, you can modify the data objects and data attributes available to model
for a type. These changes apply to all nodes assigned with the modified type. For example, if you remove
the “EEHealth” data object (Figure B-10) from the GGIO type, then the GGIO1 and GGIO2 logical nodes
(Figure B-9) would be unable to assign the “EEHealth” object. The GGIO3 logical node would be
unaffected by this change, however, because it is not associated with the GGIO type; it is associated with
the GGIOb type.

Using the same node type as another existing node can be beneficial when you want the logical node to
use a customized modeling setup, or when you want to make modeling changes to several nodes
simultaneously.

Unlike any other node types, the node types associated with the LLNO class and the LPHD class can
each be assigned a maximum of one logical node. For more information, view the About Unique Node
Classes section.

Due to the complexity of the modeling functionality, you can only assign a node type when you first create
a logical node. For more information, refer to the Add a New Logical Node procedure.

About Node Classes

All node types (and, by extent, all logical nodes) are each associated with one node class. A node class
can be associated with any number of dependent node types. Node classes are preconfigured and read-
only in Model Builder; you cannot create, rename, or delete node classes. Every node class is associated
with a range of specific data objects. Every logical node associated with the node class can potentially
model these data objects. You can determine which of these eligible data objects can be modeled for
each node type associated with the node class.
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For example, the RDRS node class allows associated logical nodes to model the Mod, Beh, Health,
NamPlt, AutoUpLod, and D1tRcd data objects, as indicated in the following image.

Add Legical Mode

Add Logical Node to LDevice

) From Existing Class:  WGEN Type Name: | WGEN inst: |4

®) Create New Type Based On @5;: RORS ) Type Name: |RDR51 inst: |1

RDRS Description: Select DOs for: RDRS  (Greyed out check boxes in gnd indicate mandatory items)

Disturbance record handling Used MName Type Category Description

RDRS Details: < fMod INC_Mod | Controls Mode

For a description of this LN, see IEC | || Beh INS_Beh Status information | Behaviour

6.1859_5' This LN shall ha”’?"e the | || Health INS_Health | Status information | Health

disturbance records  acquired by

come local function. This LM is o || MamPlt LPL Descriptions Mame plate

normally located at station level. AutoUplod] SPC Controls Automatic upload
\ DltRed y, SPC Controls Delete record

—

OK Cancel

Figure B-11: Data Objects associated with Node Class

As indicated by the dark check boxes, the AutoUpLod and D1tRcd data objects can be turned on or off
for nodes with the node type (RDRS1, in this example) created in this window.

In the following image, which displays the Types tab of the left pane in Model Builder, the node classes
are represented by the top layer (LLNO, LPHD, and WGEN). The associated node types are listed below
each class.

IED | Types
7.0
LLMNO
LLNOT
LLNO2
4 |PHD
LPHD
LPHEN
LPHDZ2
4 WGEN
WGEM
WGENT

Figure B-12: Node Classes and Node Types

Due to the complexity of the modeling functionality, you can only assign a node class when you first
create a logical node. For more information, refer to the Add a New Logical Node procedure.
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About Unique Node Classes

Every logical device created in Model Builder automatically has one logical node with the LLNO class and
one logical node with the LPHD class. Although you can delete these nodes, which is not recommended,
you cannot model more than one LLNO logical node or LPHD logical node per logical device. In addition,
you can only have one logical node per node type with a LLNO or LPHD classes. As a result, every LLNO
or LPHD logical node in the file is associated with a node type only available to that logical device.

IED | Types

4
4 | Device
LLMNO [LLMND)
LPHD1 (LFPHD
4 | Device01
LLMO [LLMNO
LPHD1 (LPHDT)
4 | Device(2
LLNG (LLMNOZ2
LPHD1 (LPHDZ)

Figure B-13: Nodes with Unique Classes in Multiple Devices

For example, if you add three logical devices in the file, each device automatically gains an LLNO node
and an LPHD node. The resulting six nodes are automatically associated with six unique node types
(LLNO, LPHD, LLNO1, LPHD1, LLNO2, and LPHD2, as displayed in Figure B-13). Each of the six node
types can only be associated with a single node.
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The following figure displays the Logical Node Options page for an LLNO class logical node.

MCD - [EC 61830 Model Builder

‘ Create New .SCL file

| Import SCL file... | Export to .ICD file...

IED | Types | Add DataSet | | Add Report Control Block | | Add GOOSE Control Block | | Delete Logical Node

4 Seryer - [ED
4 | Device

General | DO/DA
LPHD1 (LPHD) A e Teas

Logical Node Options
LDevice LDevice
Class LLMO

Type LLNO

Description

Close

Figure B-14: LLNO Class Logical Node Options

Unique among all other classes of logical nodes, the LLNO node is the only location where you can Add a
DataSet, Error! Reference source not found., and Add a GOOSE Control Block. Most applications
require configured Report Control Blocks or GOOSE Control Blocks for event reporting, and both types of
control blocks contain DataSets.

Other than the ability to create DataSets and control blocks, nodes with unique node classes operate
similarly to other types of logical nodes. However, you cannot add a prefix or instance number to an LLNO

logical node.
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Add a DataSet to an LLNO Node

DataSets are collections of object names. You can only add DataSets to logical nodes with the LLNO
class. DataSets are a prerequisite for Report Control Blocks and GOOSE Control Blocks. When you add
a DataSet, you must associate it with at least one functional constraint data attribute (FCDA) currently

modeled in the SCL file. After including data in the DataSet, to ensure DataSet functionality, be careful to
avoid removing the data attribute from the file.

To add a DataSet to a logical node in the LLNO class, complete the following steps.

1. Inthe left pane, on the IED tab, select the LLNO logical node where you want to add a DataSet.

2. Onthe Logical Node Options page (Figure B-14), click Add DatasSet. If the warning about
FCDAs being mandatory displays, click OK.

MNCD - IEC 61850 Model Builder

Import .SCL file... Export to .ICD file... Create New .SCL file

IED | Types Accept Cance Delete DataSet | ‘ Edit DataSet...
4 Server - [ED
I LDevice DataSet Options
4 | Device01
4 LLNO (LLNOT Name | D50000
LPHD1 (LPHL:3)
Regl1ANCR2Z (ANCR2)

I LDeviced2

Description

DataSet Details

Close

Figure B-15: DataSet Options Page

3. Optional. On the DataSet Options page, add values to the Name and Description fields
and click Accept. You cannot manually modify the DataSet Details setting.

4. Click Edit DataSet.
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Edit DataSet DS0000

Select FCDAs: (Changes are auto-accepted on OK)

I LDevice(
I LDeviceQ2

Figure B-16: Edit DataSet Dialog Box

5. Inthe Edit DataSet dialog box, in the left pane, navigate your configured data hierarchy to
display the data attributes that you want to associate with the DataSet.

6. For each desired attribute, select the data attribute in the left pane and click the Right Arrow
E button. In the following example, the PhyHealth [ST] and d [DC] attributes are included
in the DataSet.

Edit DataSet DS000D

Select FCDAs: {Changes are auto-accepted on OK)
4 | Device LDevice/LPHD1.5T.PhyHealth
b LLNO (LLNO) [ LDevice/LPHD1.0CPhyHealthd | (4]

4 | PHD1 (LPHD)
I PhyNam [DC]
I* PhyHealth [ST]
4 PhyHealth [DC]
d [DC]
dU [DC]
I Proxy [ST]
I Proxy [DC]
I LDevice0
I LDeviceQ2

Figure B-17: Associated FCDAs

7. Optional. To modify the order of associated data attributes, use the green arrow buttons to move
the selected data attribute.

8. After adding the desired data attributes, click OX.
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Add a Report Control Block to an LLNO Node

You can only add Report Control Blocks to logical nodes with the LLNO class. Report Control Blocks
configure the OrionLX to issue event reports when data changes. To function properly, Report Control
Blocks must contain at least one DataSet.

To add a Report Control Block to a LLNO logical node, complete the following steps.

1.

MCD - [EC 61850 Model Builder

Click Add Report Control Block.

In the left pane, on the TED tab, select the LLNO logical node where you want to add a Report
Control Block.

If a warning about an associated DataSet being mandatory displays, click ok. This warning only
displays the first time you click the Add Report Control Block button during this session of
NCD.

Import SCL file... ‘ Export to ICD file... | Create New .SCL file
IED | Types Accept Cancel
4 Server - [ED
4 |Device Report Control Block Options
4 [LNO (LLMO)
DataSet: DSO000 Mame |rcb0000
LPHD1 (LPHDY) Description
I L Device01
I L DeviceD2
DataSet

Integrity Period 0

Configuration Revision 0

Buffer Time [0
Buffered []
Report ID
Optional Fields
Sequence Number
Tirne Stamp
Data Set
Reason Code

Close

Figure B-18: Report Control Block Options Page

Click Accept.

Onthe Report Control Block Options page, configure the various options available for
the Report Control Block. For more information regarding these settings, refer to the IEC 61850
Technical Report.
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Add a GOOSE Control Block to an LLNO Node

You can only add GOOSE Control Blocks to logical nodes with the LLNO class. GOOSE Control Blocks
are used to send high speed multicast data over the network to client devices. To function properly,
GOOSE Control Blocks must be configured with a DataSet.

To add a GOOSE Control Block to a LLNO logical node, complete the following steps.

1.

In the left pane, on the IED tab, select the LLNO logical node where you want to add a GOOSE

Control Block.

Click Add GOOSE Control Block.

If a warning about an associated DataSet being mandatory displays, click OK. This warning only
displays the first time you click the Add GOOSE Control Block button during this session of

NCD.

NCD - IEC 61850 Model Builder

4 Server - [ED
4 |Device
4 |IMNO (LLND)
DataSet: DS0000
RCE: rcb0000

LPHD1 (LPHD
I LDevice0l
I LDevice(2

GOOSE: gcb0000

file Create New

| Accept | | Cancel |

GOQOSE Control Block Options

Type
MName

Description

DataSet

App ID

Configuration Revision
Address

APPID

MAC Address
VLAN-PRIORITY
VLAN-ID

GSE

Min Time (ms)

GOOSE v

gcb0000

Ds0000 v
0000

0

0000

01 |joC |-CD HO01 101
4

000

{00

Figure B-19: GOOSE Control Block Options Page

On the GOOSE Control Block Options page, configure the various options available for the
GOOSE Control Block. For more information regarding these settings, refer to the IEC 61850

Technical Report.

Click Accept.
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Add a New Logical Node

You can add any number of logical nodes to a logical device. When you create a logical node, you must
select from a list of preconfigured node classes and you must set a new or existing node type. Node
classes and node types are permanently associated with a created node. Nodes are always labeled with
an instance number suffix. You can also add prefix text to act as a label for the node.

Note: If the selected logical device does not contain an LLNO or an LPHD logical node, this procedure
only permits you to create a new LLNO or LPHD logical node. Otherwise, you cannot create LLNO or

LPHD nodes in this window.

To add a new logical node to a logical device, complete the following steps.

1. Inthe left pane, on the IED tab, select the logical device where you want to add a logical node.

[ED | Types

4 Seryer - |[ED

I LDevice

4
LLMNO (LLMO?
LFHD1 (LPHD
I LDevice02

ey

Figure B-20: Select Logical Device

2. Onthe Lbevice Options page, click Add Logical Node. The following window displays.

Add Legical Node

Add Logical Node to LDevice01

() From Existing Class:

(®) Create New Type Based On  Class:

ANCR Description:

Neutral current regulator

ANCR Details:

This LN shall be used for regulation
of suppression coils (ASC / Petersen
coil) as tap coils and plunger core
coils.

Type Name: inst: prefic
ANCR - Type Name: |AMCR inst: |1 prefix:
Select DOs for ANCR (Greyed out check boxes in gnid indicate mandatory item

Used MName  Type Category Description

| |Mcd INC_Mod | Controls Mode

| |Beh IN5_Beh Status information | Behaviour

/| |Health [INS_Health|5Status information [ Health

| |MamPlt |LPL Descriptions Name plate

| |Loc SPS Status information | Local contral behaviour

[] |OpCntRs|INC Controls Resetable Operation

[] |TepChg |BSC Controls Change tap position (stop, higher, lower)

| |RCaol APC Controls Raise plunger coil position

| [LCol SPC Controls Lower plunger coil position

] |Auto SPS Controls Automatic / manual operation

Figure B-21: Add Logical Node Window

3. Inthe upper left corner of the window, select one of the following methods.
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e From Existing. This method allows you to assign the logical hode to a previously created
node type. When using this window for the first time, you cannot use this method.

e Create New Type Based On. This method allows you to assign the logical node to a
new node type created in this window.

4. Inthe Cclass field, select a node class from the dropdown list. As a result, the grid in the window
updates to display the data objects associated with the selected node class. For information
about the data objects available in each node class, view Appendix A — Data Objects Available to
Each Node Class.

5. In the grid, mark the check boxes for any data objects you want to be configurable for the node
type and the logical node you create in this window. Grayed out check boxes indicate mandatory
data objects. This step is not available if you use the From Existing method.

6. In the Type Name field, select or type the name of the node type assigned to the logical node
created in this window.

7. Inthe inst field, type a numerical suffix for the logical node created in this window. This instance
number appears in the name of the logical node and helps to differentiate the logical node from
other nodes.

8. Optional. In the prefix field, enter prefix text for the logical node created in this window. This
field only allows alphanumeric characters.

9. Click OX.

As a result, in the left pane, on the TIED tab, the new logical node displays under the selected logical
device.

MCD - IEC 612850 Model Builder

Import .SCL file... ‘ Export to .ICD file... | Create New 5CL file
IED | Types | Delete Logical Node |
4 Server - IED
I LDevice
4 | Device01 General | DO/DA
LLNO (LLMO . o
LPHD1 (LPHD) i B
ANCR1
I' LDeviced2 Logical Mode Options

LDevice LDeviceOl
Class ANCR
Type ANCR

Instance |1

Prefix

Description

Close

Figure B-22: Logical Node Added
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Modify Logical Node Options

On the Logical Node Options pane for a selected logical node, you can modify the node’s instance
number, prefix, and description. This pane also displays the logical device, node class, and node type
assigned to the logical node, although these settings cannot be modified. To modify a logical node’s
optional settings, complete the following steps.

1. Inthe left pane, on the IED tab, expand the logical device and select the logical node you want to
modify.

MCD - IEC 61250 Model Builder

4 Server - IED

I LDevice P S
4 LDevice01 Generdl |
LLMNO (LLMNOT
LPHD1 (LPHD1) ‘ Accept | | Cancel |
ANCR1 (ANCR) : .
I LDeviceD2 Logical Node Options

LDevice LDevicel1
Class ANCR
Type ANCR

Instamce |2

Prefix |Regl

Current regulatorI
Description

Figure B-23: Modify Logical Node Options

2. Onthe Logical Node Options pane, in the Instance field, type a two-digit numerical suffix
for the logical node name.

3. In the prefix field, type a prefix for the logical nhode name using up to six alphanumeric
characters.

4. Inthe Description field, type a description for the logical node.

5. Click Accept to apply your changes.
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IED | Types

4 Server - [ED
I LDevice
4 | Device01
LLNO (L
LPHD1 (LPHD
Reg1ANCR2 (ANCR
I LDevice02

Figure B-24: Modified Logical Node Name

About Deleting Logical Nodes and Node Types

On this pane, you can also delete the logical node. Note that you cannot recover a deleted logical node.
In addition, if you delete every logical node associated with a node type, the node type is permanently
removed from the file and from the Model Builder application. If you accidentally delete content, close the
window without exporting the file, reopen Model Builder, and import a prior version of the file.

Model Data Objects and Data Attributes under a Logical Node

After you create a logical node, adjust settings for the data objects and data attributes that you want to
include under the logical node. This procedure allows you to adjust the Modeled, Writable, and Value
settings for data objects and data attributes.

Changes made to the Modeled setting are applied to all logical nodes with the same node type as the
displayed logical node. Changes made to the Writable and Value settings only apply to the displayed
logical node. Any changes made to data objects and attributes are automatically accepted without further
user validation.

To modify the modeled data objects and data attributes in a logical node, complete the following steps.

1. In the left pane, on the IED tab, expand a logical device and select the logical node you want to
modify.
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2. Onthe Logical Node Options page, open the DO/DA tab.

MCD - [EC 61850 Model Builder

Impaort SCL file... | Export to ICD file... ‘ Create New .5CL file
IED | Types | | Delete Logical Node |
4 Server - [ED
I LDevice
4 [Device01 By DO/DA
LLMO (LLNOT) All grid changes are auto-accepted
LPHD1 (LPHD1) InClass: ANCR  InType: ANCR  Instance: 2  Prefix: Regi
Reg]ANCR2 (ANCR) Node Name Modeled Writable Value

I LDeviced2

|
& Beh (INS_Beh)
= Health (IN5_Health)
stVal (Health) - 5T -
g - 5T (Quality)
t- 5T (Timestamp)
d - DC (VisString255)
dU - DC (Unicode255)
= NamPIt (LPL)
& Loc (3PS)
= RCal (APC)
& LCol (SPC)

Close

Figure B-25: DO/DA Tab

3. In the grid, to remove a modeled data object or a modeled data attribute, unmark the checkbox
on the corresponding grid row. As a result, the row is immediately removed from the grid for the
current logical node, as well as for all logical nodes with the same node type.

Data objects are displayed in the outer layer of the grid, such as Beh or Health in Figure B-25. Data
attributes are displayed in the inner layers, such as g, t, and d in Figure B-25.

When you unmark a data object or data attribute, the row and all contained layers disappear from the grid
for both the displayed node and for all other nodes with the same node type. For example, if you remove
the RCo1 data object from a node with the type ANCR2, the RCo1 data object is removed from all other
logical nodes with the ANCR2 type. You can restore the removed row on the Types tab.
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General | DO/DA
All grid changes are auto-accepted
InClass: ANCR  InType: ANCRT  Instance: 2 Prefix: Regi
Node Name Modeled Writable
= Mod (INC_Mead)

* origin (Originator) - 5T
ctiNum - ST (INT8U)
stVal (Mod) - 5T
q - 5T (Quality)

t- 5T (Timestamp)
stSeld - 5T (BOOLEAN)
ctiModel (CtiModels) - CF

shoTimeout - CF (INT32U)
sbolClass (SboClasses) - CF

[«

& OO O &R =R

d - DC (VisString255)

Figure B-26: Removing a Required Attribute

When you attempt to remove a data attribute that is currently being referenced as a functional constraint
by one or more DataSets, the Modeled column displays red. In this situation, to ensure that the DataSets
have accurate functional constraint references, we recommend marking the check box again to restore
the referenced data attribute to the logical node.

4. To modify the writable setting for a data attribute, mark or unmark the check box in the
Writable column in the corresponding grid row.

General | DO/DA
All grid changes are auto-accepted
InClass: ANCR  InType: ANCR  Instance: 2 Prefixe Regl
Node Name Modeled Writable
@ Mod (INC_Mod)
@ Beh (INS_Beh)
= Health (INS_Health)
stVal (Health) - 5T
q - 5T (Quality)
t- ST (Timestamp)
d- DC (VisString235)
dU - DC (Unicode255)

(LS ESEH SRS HESHENIN

Figure B-27: Writable Setting

If the Writable setting is not marked, the data attribute becomes read-only. Users cannot manually
modify the value of a read-only data attribute at runtime. However, in Model Builder, users may define the
Value setting for a read-only data attribute.

In addition, only certain data attributes allow the Writable setting to be marked. Data attributes without
a check box in the Writable column (such as stval, g, and t in Figure B-27) are always read-only
attributes.
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5. To set an initial value for the data attribute, in the value column, enter a value.

General | DO/DA
All grid changes are auto-accepted
InClass: ANCRE  InType: ANCR  Instance: 2 Prefix Regl
Node Mame Modeled Writable Value
H orgin (Originator) - MX B
g - MX [Quality)
t- MX (Timestamp) | 9
ctiModel (CtiModels) - CF - 0
= units (Unit) - CF
SIUnit (SIUnit) ord: 1 v
multiplier (multiplier) ord: 0 -
= minVal (AnalogueValue) - CF

Figure B-28: Value Setting

The value column contains one of the following components: a dropdown list of available options (A), a
white field allowing you to enter a string value (B), or a gray field indicating that you cannot set a value for
the data attribute (C). Values set in this column are not displayed in the IEC 61850 server mode window
in NCD. Values can only be set for leaf nodes, described in the following section.

About Leaf Nodes

After you export the file from Model Builder and open it in the NCD Server Mode, you can only assign
Orion points to leaf nodes in the data hierarchy. The term “leaf node” refers to the deepest level of each
branch of the hierarchy. Leaf nodes may either be data attributes or sub-data attributes; a data attribute is
considered a leaf node when no further data attributes are modeled under it in the hierarchy.

For example, in Figure B-28, the data attributes g, t, and ct1Model are all considered leaf nodes
because they cannot be further expanded. As another example, in the point
NT M871Records/DrxRDRE2/MemUsed/q[ST], the leaf node is g, the deepest layer of the point
(ignoring the functional constraint [ST], which is not part of the hierarchy).

Because the configurable points in the exported file are limited to leaf nodes, it is important to model the
specific data objects and data attributes that you want to be available for point assignment in the NCD
Server Mode.

Certain types of data attributes, including Quality and Timestamp data attributes, cannot be configured
with an Orion point even if the data attribute is a leaf node. The Orion automatically sets g and t based
on the internal attributes of the point in the Orion database.
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Model Data Objects on a Node Type

In Model Builder, on the Types tab, you can add or remove data objects for each node type being used.
This menu is the only location in Model Builder where you can add compatible data objects to an existing
node type. Changes made to a node type in this menu apply to all logical nodes with the modified node

type.

To add or remove data objects on an existing node type, complete the following steps.

1. In the left pane, on the Types tab, expand a node class and select the node type you want to
modify.

NCD - [EC 61850 Model Builder

Impaort SCL file... ‘ | Export to ICD file... | | Create New SCL file
IED | Types S -
b LLNO — e
4 LPHD InClass LPHD : Physical device information
tg:gz Edit Type LPHD2
I AN(l':EHDB Select DOs:  (Greyed out check boxes in grid indicate mandatory items
Used  Mame Type Category Description
/| | PhyNam DPL Descriptions Physical device name plate
| |PhyHealth |INS Status information | Physical device health
] |CutOv SPs Status information | Output communications buffer overflow
| |Proxy SPS Status information | Indicates if this LN is a proxy
1 [InQv sPs Status information | Input communications buffer overflow
NumPwrUp [ INS Status information | Number of Power ups
[ |WrmStr IN5 Status information | Number of Warm Startsh
[ |WacTrg INS Status information | Number of watchdog device resets detecte
[ |[Pwrlp SPs Status information | Power Up detected
[T1 |PwrDn 3PS Status information | Power Down detected

Close

Figure B-29: Types Tab

2. To add a data object, mark the check box in the corresponding grid row. To remove a data object,
unmark the checkbox in the corresponding grid row.
Note: A gray check box indicates a mandatory data object, which cannot be removed from the
node type.

3. Click Accept to implement your changes.
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Export the File

After you finish modeling data hierarchy for your application, you can export the file. You can also export
an incomplete file at any time to save the file’s current settings and structure. If you export a file, you can
import the file for further modification at any time using the procedure described in the Import an Existing

File in Model Builder section. You can only export the file as an ICD file. To export the file, complete the

following steps.

1. Click the Export to .ICD file button.

2.

NCD - IEC 61850 Maodel Builder

‘ Import SCL file... ‘ q Export to .ICD file...

‘ Create New .SCL file

IED | Types |

I' LDevice
I LDevice01
I LDevice02

AcCcept Lancel

IED Options
Name

Description

Type

Manufacturer

Config. Version

| Add LDevice | | Communication... | | Services...

EMPLATE

IEC51850 IED

MavaTech LLC

Figure B-30: Export to ICD File

(Exported as TEMPLATE)

Close

In the save As window, navigate to the directory where you want to save the generated ICD file.

Figure B-31: Save Exported File

3. Enter a name for the ICD file and click save.

4% Save As *
1T » OneDrive » Documents » MNCD » UserSCLFiles v @ Search UserSCLFiles yel
Organize = New folder BE W o
PS
# Cluick access £ Name Date modified Type Size
I Desktop Qj Atternptlicd 5/3/2016 2:46 PM ICD File 387 KB
3 Downloads 5] Dummyicd 4/28/2016 1:10PM  ICD File 2ke
ﬁ Documents {gj Dummy2.icd /2016 11:26 AM  ICD File 19KE
. &7 Dummydicd /2016 238 PM ICD File 23KB
= pict ;
Sl Fclurs B! Dummydiicd 224PM  ICD File 2Ke
b Music & Dummysiicd 3/2016 316 PM  1CD File 24 KB
@, UserSCLFiles 51 MegaFile.cd 16 10:11 AM  1CD File 68 KB
m Videos Qj p142, ABAICD 1/19/2012 1:13 PM 1CD File 433 KB
& OneD gpj WindTurbinesEtc.icd 3/31/2016 1:43 PM 1CD File 24 KB
neurive
v
File name: | 61850DemoSCLicd| »
Save as type: | ICD files (*.icd) ~
A Hide Folders Cancel
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SCT Phase

At this step, you have finished using Model Builder to create an ICD file with the Orion’s 61850 data
attributes. You can now either import the file into an SCT application to configure additional substation
IEDs or you can import the file into NCD Server Mode to assign Orion points to 61850 data attributes. The
SCT phase may or may not be necessary, depending on the requirements of your environment.

If you elect to use an SCT application, you can import multiple ICD files and create a substation
configuration description (SCD) file that is specific to your application. When you import the generic ICD
template file into a SCT application, you can accomplish the following.

Create multiple instances of imported IED templates, such as SCD files for multiple similar
physical devices.

Assign a customized IED name for each instance.

Set IP addresses for IEDs (The Orion server does not use this setting, but this label is used by
IEC 61850 clients to locate a server and is helpful for network documentation).

Create a substation configuration description (SCD) file.

Optionally document the oneline diagram for a complete IEC 61850 project.
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NCD Server Mode Phase

After generating an SCL file in Model Builder and, optionally, an SCT application, you must import the file
into the IEC 61850 Server Mode protocol in NCD to assign OrionLX points to modeled 61850 data
attributes. At the end of this phase, you save your settings in an NCD file and a CID file that is zipped in a
NCZ file and send the files to the OrionLX, concluding the configuration procedure.

Note that, despite sharing the same protocol window, the IEC 61850 Client Mode and Server Mode do
not have any automatic interactions. Actions performed in Server Mode do not affect settings in Client
Mode, and actions performed in Client Mode do not affect settings in Server Mode. Because these modes
operate independently from each other, you never need to access Client Mode while performing the file
configuration actions in this tutorial.

Open the Server Mode Protocol for IEC 61850
To create IEC 61850 Server Mode in NCD, complete the following steps.
1. In NCD, open or create an NCD file where you want to configure IEC 61850 settings.

2. Open Configure >Network > Configure New Port.

f Al
4% NovaTech Configuration Director E@g

File Edit | Configure | Communications Window  Help

& @ |40 IECAI850.ned b General

Hardware Model

Serial Ports

Network Configure New Port

NKI - Time Interface Port 23 - HTTP Slave HTTP Slave

Add Ons Port 24 - DNP3 Slave DNP Slave
Hardware [y O

Logic

Figure B-32: Configure New Port
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3. Inthe Protocol Selection Port dialog box, select IEC61850 and click OK. Note that you
can only configure one IEC61850 protocol port (which may contain a Client and/or a Server
module) per NCD file.

Protocol Selection Port 25 (IECE1850.ncd)* x
Protocol | Mode | Version | Y
Dial Interface 302
DNP3 Slave 314
DNP3 Master 318
Email Slave 305
HTTP Master am
IECE0870-5-101/104  Master 1.00
IECED870-5-101/104  Slave 1.08
IECE1850 Client/Server  1.08
Modbus Slave 308
Modbus Master 313
SEL Master 316
SPassthru Interface am
WEB Slave 300
XML Slave 308 o

QK I Cancel
Figure B-33: Configure IEC 61850 Port

4, Inthe IEC61850 Master Port window, select Server - IED.

4# NovaTech Configuration Director - IEC61850 Master Port 25 - IEC61850 Master (NovaTech_NERC_DEMO.ncd)*] (=] B [t
| | File Edit Configure Communications Window Help - 5 X
D@ A 4@

Port Options: Delete Port Close Port

Part

4 Client
1+ Add New Device .
Server - |ED Options
Import.SCLﬁIe...l [Expnrlln.SCLﬂle...] [C{:mmunicalion_..] [sewms]
RTU Mame RTU1
Port 102
Max Connechions
Max Saved BRCBs 1000
IED Information
Name NT_Orion
Description
Type
Manufacturer
Config. Version

v.3.29.0005 | 5/17/2016 | 12:30 PM | _:
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Port Settings

After the IEC61850 protocol is selected, the Port menu is displayed for configuring the general port
options for IEC61850. At the top of the above menu, as well as the other IEC 61850 menus, the Port
Options menu is displayed.

Port Options: Delete Port Close Port  ©

Figure B-34: Port Options

Command Description

Delete Port | Removes the IEC 61850 Client and Server and all points on the port from the
configuration.

Close Port Closes the IEC 61850 Client menu.

Table B-1: Port Options Commands

Import SCL File

Next, you must import the SCL file that you want to configure. Files with the extensions SCL, ICD, SCD,
and CID are compatible with IEC 61850 Server Mode.

1. Onthe Server - IED Options page, click Import .SCL file.
2. Inthe Choose file to import dialog box, navigate to the directory where the file is saved.

3. Select the file and click open. The following dialog box displays.

4¢ Remove/Merge points 29

@ Remowe Existing Crion Points

Merge Existing Oricn Points (keep if match found)
OK ‘ Cancel |

Figure B-35: Remove or Merge Points

This dialog box contains two methods used to integrate the contents of the SCL file with the settings in
NCD Server Mode.

The Remove Existing Orion Points method deletes all Orion points previously assigned to 61850
data attributes defined in the previously imported SCL file. This method should always be used when
creating a new SCL file, as in this tutorial.

The Merge Existing Orion Points method re-imports the 61850 attributes and retains any existing
assignments for Orion points to 61850 data attributes that exist in both the previously imported and newly
imported SCL file. This method should be selected when it is desired to import model changes that have
been made to the SCL file in Model Builder or in a SCT. This method may require a significant amount of
time, depending on the number of points currently configured in IEC 61850 Server Mode.

4. Inthe Remove/Merge Points dialog box, select the method that you want to use and click OK.

B-31



4@ NovaTlech. IEC 61850 Server for OrionLX

If you import a SCD file containing multiple IEDs, the following dialog box displays a list of IEDs
within the SCD file.

-
Choose [ED

Choose the name of the IED you wish to import
Client5
Client2
Client3
Clientl
BAY1

OK

Cancel l

Figure B-36: Choose IED Dialog Box
5.

If the Choose IED dialog box displays, select the server IED you want to configure in NCD.
In this example, only BAY1 should be selected. Click OK.
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Modify RTU Settings

To modify the descriptive settings for the RTU represented by the imported IED, complete the following

steps.
4¢ MovaTech Cenfiguration Director - [IEC61850 Master Port 24 - IEC61850 Master (IEC61850.ncd)*] l = | B .
| | File Edit Configure Communications Window Help - T X
NS B8 @
Port Options: Delete Port Close Port
Port
4 Client | Accest | | Cancel |
Add Mew Device .
4 Server-IED Server - |ED Options
4 LDevice
LLMNO (LLNG)
LPHD1 (LPHD) RTUName RTU1
4 LDevicel
LLNO (LLNOT) Fort 102
LPHD1 (LPHD3) Max Connections | 4]
Reg1ANCR2 (ANCF
LLNO (LLNOZ) IED Information
LPHD1 (LPHD2)
Name TEMPLATE
Description  IECE1850 IED
Type
Manufacturer NovaTech LLC
Config. Version 1
4 m b
v.3.20.0005 | 5/17/2016 | 2:38 PM
Figure B-37: Modify RTU Settings
1. Onthe server — IED Options page, inthe RTU Name field, enter a name for this RTU.

2. Inthe Port field, type the listening TCP Port number for this RTU.

3. Inthe Max Connections field, type the maximum number of connections this RTU will accept.

4. Inthe Max Saved BRCBs field, type the maximum number of saved buffered Report Control
Blocks on the RTU.

5. Under IED Information, modify the Name setting. The other settings under IED
Information are optional.

6. Click Accept.
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IEC 61850 Modeling Options Available in NCD Server Mode

You can optionally perform any of the following model configuration steps in NCD Server Mode without
needing to export the SCL file back to Model Builder. These actions are not required for this tutorial and
are described in greater detail in Appendix B — NCD Server Mode Configuration Actions. These actions
can also be performed in Model Builder.

Modify IED Information

Modify Communication Settings

Modify Services Settings

Modify LDevice Options

Modify Logical Node Instance, Prefix and Description Options
Add a DataSet to an LLNO Node

Add a Report Control Block to an LLNO Node

Add a GOOSE Control Block to an LLNO Node

In NCD Server Mode, you cannot perform the following actions. These options can only be performed in
Model Builder. For more information about the steps required before performing the following changes to
an existing file, refer to the Modify an Existing SCL File section.

e Add or Remove a Logical Device
e Add or Remove a Logical Node (Includes Modifying Node Name, Class, and Type)
¢ Modify Modeled Data Objects or Data Attributes for a Logical Node or Logical Node Type

About Assigning Points from the NCD File to IEC 61850 Data Attributes

The key step in the NCD Server Mode Phase is assigning input and output points configured in various
protocols in the NCD file to the data attributes modeled in the SCL file. This procedure operates similarly
to point assignment in other protocols. Any points configured in other protocols in the NCD file can be
assigned to the IEC 61850 data attributes. If any points do not display on the expected tab (either
Inputs Or Outputs), view the protocol where the point is located to ensure that the point is correctly
configured.

Assign NCD Points to IEC 61850 Data Attribute

To assign input points, complete the following steps.

1. In the left pane, expand a logical device and select the logical node containing the data attributes
that you want to configure. The logical node menu displays in the protocol window.
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-
+# NovaTech Configuration Director - [TEC61850 Master Port 25 - IEC61850 Master (IEC61850.ncd]] = | B |-

| | File Edit Configure Communications Window Help - 8 X
DEJ BARR O
Port Options: Delete Port Close Port

Port <
4 Client

Inputs [ Add DataSet l [ Add Report Control Block l [ Add GOOSE Control Block
Add New Device 4 <Al Forts> !

a4 Server-1ED Point N General {| DO/DA
- 'oint Name ﬂ )
4 LDevice —

m Fault Type @Device 1 -

LPHD1 (LPHD) Fault targets rows 0 and 1 @Device 1

4 LDevice01 Fault location @Device 1
LLMO (LLND1) Fault frequency @Device 1 Logical Node Options
LPHD1 (LPHD3) Fault settings group @Device 1
ReglANCR2 (ANCF Fault recloser shot counter @Device 1 LDevice LDevice

4 LDewice(2 Fault time high @Device 1
LLND (LLNOZ) Fault time middle @Device 1

Fault time low @Device 1 = Type LLNO

Fault Current-Ph A @Device 1

Fault Current-Ph B @Device 1

Fault Current-Ph C @Device 1

Fault Current-Ground @Device 1

Fault Current-Negative Sequence @Device 1

Fault targets @Device 1

Polls @Device 1

Responses @Device 1

(Comm Fail @Device 1

Crion EstErr @0rion Internal

(Crion MaxErr @0rion

ST Lot N

Inputs | Outputs

m

Class LLNO

Description

v.3.29.0005 | 5/18/2016 | 1:35 PM

Figure B-38: NCD Logical Node Menu

2. Click the DO/ DA tab to display the data objects and data attributes configured in the logical node.

< Inputs [ Add DataSet l [ Add Report Control Block l [ Add GOOSE Control Block l
2 <Al Ports> - &
Point Name | General | DO/DA |
Fault Type @Device 1 [~ | All grid changes are auto-accepted  (Drag/Drop from Tagname List to Orion Point Name column)
Fault targets rows 0 and 1 @Device 1 InClass: [LNO  InType: LLNOL

Fault location @Device 1

Node Name Orion Point Name MNormally Orion Min

Fault frequency @Device 1
Fault settings group @Device 1 EiMod _ o
Fault recloser shot counter @Device 1 poginl(Ongmatod

Fault time high @Device 1 cHNumSTHINIEY)
stVal (Mad) - ST

L9 q - ST (Quality)
t- ST (Timestamp)
stSeld - ST (BOOLEAN)
ctiModel (CtiModels) - CF
sboTimeout - CF (INT32U)
sboClass (SboClasses) - CF
d - DC (Vis5tring255)
dU - DC {Unicede255)

Beh (INS_Beh)

Health (INS_Health)

MamPli (LPL_LLNO)

m

Fault time low @Device 1

Fault Current-Ph A @Device 1
Fault Current-Ph B @Device 1
Fault Current-Ph C @Device 1
Fault Current-Ground @Device 1
Fault Current-Negative Sequence @Device 1
Fault targets @Device 1

Polls @Device 1

Responses @Device 1

Comm Fail @Device 1

Crion EstErr @Q0ricn Internal

4 | "

Crrion MaxErr @Q0rion Internal

=TI s N

Inputs | Outputs

Figure B-39: NCD DO/DA Tab

Input points and output points can be assigned to any leaf node with a white space in the Orion Point
Name column. If you cannot differentiate between the gray and white spaces on your screen, adjust the
display settings on your local machine or screen.
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3. On the left of the page, under the list of Orion points, select the Inputs tab or the Outputs tab
to select the type of point you want to assign.
Note: Inputs are assigned to data attributes that will be read from the OrionLX 61850 Server.
Outputs are assigned to data attributes that will be written to the OrionLX 61850 Server.

4. To further narrow the list of displayed points, in the search bar, enter all or part of a point name.
Select the point from the search results.

</ Inputs

,.) fautt - [:| L

Paint Name

Fault Type @Device 1

Fault targets rows 0 and 1 @Device 1
Fault location @Device 1

Fault frequency @Device 1

Fault settings group @Device 1

Fault time high @Device 1

Fault time middle @Device 1

Fault time low @Device 1

Fault Current-Ph A @Device 1

Fault Current-Ph B @Device 1

Fault Current-Ph C @Device 1

Fault Current-Ground @Device 1

Fault Current-Megative Sequence @Device 1
Fault targets @Device 1

Inputs | Outputs

Figure B-40: Select Orion Point

5. In the DO/DA grid, expand the node hierarchy to display the data attribute you want to be
associated with the selected Orion point.
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</ Inputs [ Add DataSet l [ Add Report Control Block l [ Add GOOSE Control Block
,.) fault - L
Point Name | General | DC/DA |
Fault Type @Device 1 All grid changes are auto-accepted  (Drag/Drop from Tagname List to Orion Point Name column)
Fault targets rows 0 and 1 @Device 1 InClass: LLNG  InType: LLNOL
E:E:: :::::f;eg:ml 3 Node Name Orion Point Name Normally Orion Min

= Mod [INC_Med)
origin (Originator) - ST
ctiNum - 5T (INT8U)

Fault settings group &Device 1

Fault recloser shot counter @Device 1

Fault time high @&Device 1

Fault fime middle @Device 1 steal(ModiS

Fault time low @Device 1 q-sT {Quallt}r]l

£-ST Tmestamo)

Fault Current-Ph B @Device 1 SSdESIR(BOOTEAN]) N

Fault CorrentPh C @Devies 1 ctht_:deI [CtiMadels) - CF A

Fault Current-Ground @Device 1 shalimeoutSEENTNIE)

Fault Current-Megative Sequence @Device 1 sboClass [sbo_CIasses) - CF
d - DC (VisStnng255)

Fault targets @Device 1 ;

dU - DC (Unicode255)
Beh (INS_Beh)
Health (INS_Health)
NamPlt (LPL_LLMNO)

“ I

Inputs | Outputs

Figure B-41: Drag Orion Point to Leaf Node

6. Drag the point from the left point list to the white space for the desired data attribute in the DO/DA
grid. The space turns blue when you hover the point over a configurable data attribute.

General | DO/DA

All grid changes are auto-accepted  (Drag/Drop from Tagname List to Orion Point Name column)
InClass: LLMND  InType: LLNOL

Node Name Orion Point Name Normally Orion Min Orion Max
= Maod (INC_Mod)
origin (Qriginator) - 5T
ctiNum - 5T [INTEU)
stVal (Mod) - 5T
q - ST (Quality)
t- 5T (Timestamp) | | |
stSeld - ST (BOOLEAN) Fault Current-Ph A @De Open - |-32768 32767

ctiModel (CtiModels) - CF
sboTimeout - CF [INT32U)
sboClass (SboClasses) - CF
d - DC (VisString255)
duU - DC (Unicode255)
Beh (INS_Beh)
Health {INS_Health)
MNamPlt (LPL_LLMO) | | |
‘| m v

Figure B-42: Assigned Orion Point
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7. Modify the following settings for the assigned Orion point.

Setting Description

Orion Point Name | The name of the Orion point assigned to the data attribute. To remove the
assignment, click the red X button in the field.

Alias This setting displays the alias name for the Orion point if aliasing is active for
the NCD file. You cannot modify the alias name from the protocol window.

Normally This setting is only active for BOOLEAN data attributes. In the dropdown list,
select the normal state for the point. The selectable values in this list are Open
and Closed. When closed is selected, the reported 61850 status will be
inverted. When the Orion point is a 1, 61850 Server will report a 0. When the
Orion point is a 0, 61850 Server will report a 1. Open reports the same value
as the Orion point.

Orion Min The minimum numerical value possible for the point. The default value in this
field depends on the Orion point associated with the leaf node. The min and
max values are used to scale the data to the desired engineering units. If the
Orion point is already in the desired 61850 engineering units, leave this value
at the default value.

Orion Max The maximum numerical value possible for the point. The default value in this
field depends on the Orion point associated with the leaf node. The min and
max values are used to scale the data to the desired engineering units. If the
Orion point is already in the desired 61850 engineering units, leave this value
at the default value.

Table B-2: Orion Point Settings

8. Repeat steps 3 through 7 for every Orion point you want to assign to a data attribute.

Upload Files to OrionLX and Activate NCD File

After you finish assigning points and modifying settings in the NCD Server mode, the final step is to
upload and activate your configuration settings on the OrionLX. To upload files to the OrionLX, complete
the following steps.

1. Save the NCD file. An NCZ file with the same name as the current NCD file is either created or
updated with your new settings.
Note: The NCZ file is a zip file that contains the CID file required by the 61850 Server

2. Use your preferred method to upload the NCD file and the NCZ file to the OrionLX. For more
information about this process, refer to the OrionLX User Manual.

3. Select the NCD file as the active configuration file.
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C.Modify an Existing SCL File
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Procedure to Modify an Existing SCL File

If you need to make any modeling changes to an SCL file after it has already gone through all or part of
the procedure in the _Model and Configure a New SCL File chapter, you must follow a specific procedure
with multiple phases, summarized in the diagram below. The procedure ends when the file is reimported
in NCD Server Mode and any final changes are applied and saved.

In NCD Mode, export as

SCL file.
v
In NCD Mode, import Import in Model
using either Merge or Builder.
Delete comfnands. ¢
(Optional) Go through Make desired change.

third party (SCT) software.
A

Export from Model
Builder as ICD file.

Figure C-1: Procedure to Modify an Existing SCL File

To enforce any changes made to an exported file using Model Builder or an SCT application, be sure to
reimport the updated version in NCD Server Mode, save the file, and then send the configuration file to
the OrionLX.

This procedure is required when you want to make one of the following changes to the SCL file, which are
not available in NCD Server Mode.

Add or Remove a Logical Device

Add or Remove a Logical Node (Includes Modifying Node Name, Class, and Type)
Modify Modeled Data Objects or Data Attributes for a Logical Node or Logical Node Type
Modify Settings only Available in an SCT Application

To perform one of the above actions, complete the procedures described in the following sections in
sequential order.
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Import an Existing File in Model Builder

If you determine that modeling changes are required for your SCL file, you must first import the file in
Model Builder. To import a file in Model Builder, complete the following steps.

1. In Model Builder, in the upper left corner of the window, click Import .SCL File.

NCD - IEC 61850 Model Builder

Import .SCL file... ’ Export to .ICD file Create New .SCL file

IED |Types

o~

Close

Figure C-2: Import SCL File

2. Inthe Choose file to import window, navigate to the directory where the desired file is
saved, select the file, and click open. Compatible file types include sc1, I1CD, CID, and SCD.

3. When importing an SCD file, the Choose IED dialog box displays. Select the IED name that you
want to import and modify. In Model Builder, you can only import one IED.

Choose IED

Choose the name of the IED you wish to import

Client4
Client3
Client2
Client3
Client1
BAY1

Figure C-3: Choose IED Dialog Box in Model Builder
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Modify SCL File in Model Builder

After importing the file, you can perform any of the actions available in Model Builder. For a list of the
actions available in Model Builder, view the Model Builder Phase section from the previous chapter.

After you perform all required modifications to the model, Export the File to your local machine as an ICD
file.

Modify SCL File in SCT Application

After exporting the file from Model Builder, you can optionally use an SCT application to perform
additional changes. Changes exclusive to the SCT phase include adding an IED, combining several ICD
files into one SCL file, and modifying IED names.

We typically recommend only implementing SCT application changes following the Model Builder phase.
Using Model Builder ensures that the file structure meets all IEC 61850 requirements and that the file is
fully compatible with NCD Server Mode. However, if there are no required modeling changes for the file,
you may skip the Model Builder phase for an existing file and proceed directly to the SCT phase.

After you perform all required modifications in the SCT application, export the file to your local machine
(usually as an SCD file).

For more information about actions available in the SCT phase, refer to the SCT Phase section from the
previous chapter.

Import SCL File in IEC 61850 Server Mode in NCD

After performing the procedures described in the previous sections, to import a modified file in NCD
Server Mode, complete the following steps.

1. Open the IEC 61850 protocol in NCD.
2. Inthe left pane, click Server - IED.
3. Click the Import .SCL File button.

4. Inthe Choose file to import dialog box, navigate to the directory where the modified file
was saved, select the modified file, and click Open. The following dialog box displays.

4% Remove/Merge points EY

9@ Remove Existing Orion Points

Merge Existing Crion Points (keep if match found)

OK ‘ Cance||

Figure C-4: Remove/Merge Points
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5. Perform one of the following actions.
e To delete all existing attribute to point assignments in NCD Server Mode, select Remove
Existing Orion Points.
e To retain all existing attribute to point assignments in NCD Server Mode, assuming
attributes share the same name in the modified file, select Merge Existing Orion
Points.

6. Click OK.

7. When importing an SCD file, the Choose IED dialog box displays. Select the IED name in the
file that you want to import and modify. In NCD Server Mode, you can only assign Orion points to
one IED at a time.

8. To configure points from additional IED names in NCD Server Mode, after modifying the contents
of the first imported IED name, save the NCD file, import the file again using the Import .SCL
File button, select the Merge Existing Orion Points option, and select a different IED
name in the Choose IED dialog box.

Assign Orion Points to Attributes in Imported SCL File in NCD Server Mode

After importing the IED to which you want to assign Orion points, you can assign Orion points to any leaf
node data attribute in the imported model structure. This procedure operates similarly to point assignment
in other protocols. Any points configured in other protocols in the NCD file can be assigned to the IEC
61850 data attributes. If any points do not display on the expected tab (either Inputs or Outputs), view
the protocol where the point is located to ensure that the point is correctly configured.

View the Assign NCD Points to IEC 61850 Data Attribute section in the previous chapter for the complete
point assignment procedure.

Upload Files to OrionLX

After you finish assigning points and modifying settings in the NCD Server mode, the final step is to
upload and activate your configuration on the OrionLX. To upload files to the OrionLX, complete the
following steps.

1. Save the NCD file. An NCZ file with the same name as the current NCD file is either created or
updated with your new settings.

2. Use your preferred method to send the NCD file and the NCZ file to the OrionLX. For more
information about this process, refer to the OrionLX User Manual.

3. Select the NCD file as the active configuration file.
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D. Additional Resources
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Appendix A — Data Objects Available to Each Node Class

The following table lists the logical node classes available to configure in Model Builder, as well as the
data objects available to model for each class. Logical nodes with these classes can be added using the
Add a New Logical Node procedure. For a complete description of each logical node class, refer to the
official IEC 61850 Technical Report issued by IEC.

Node Class | Node Class Description Available Data Objects

ANCR Neutral current regulator Mod, Beh, Health, NamPlt, Loc,
OpCntRs, TapChg, RCol, LCol, Auto

ARCO Reactive power control Mod, Beh, Health, NamPlt, Loc,
OpCntRs, TapChg, Auto, vovst,
NeutAlm, DschBlk

ATCC Automatic tap changer control Mod, Beh, Health, NamPlt, Loc,
OpCntRs, TapChg, TapPos, ParOp,

LTCB1lk, LTCDragRs, VRedl, VRed2,
Ctlv, LodA, CircA, PhAng, HiCtlvV,
LoCtlv, HiDmdA, Auto, HiTapPos,
LoTapPos, BndCtr, BndwWid, CtlDl1Tmms,
LDCR, LDCX, BlkLV, BlkRv, LimLoda,
LDC, TmD1Chr, LDCZ, VRedVal,
TapBlkR, TapBlkL

AVCO Voltage control Mod, Beh, Health, NamPlt, Loc,
OpCntRs, TapChg, Auto, B1kEF,
B1kAOv, B1lkVOv, LimAOv, LimVOwv

CALH Alarm handling Mod, Beh, Health, NamPlt, GrAlm,
GrWrn, AlmLstOv

CCGR Cooling group control Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, EnvTmp, OilTmpIn,
0ilTmpOut, FanFlw, FanA, CECt1,
PmpCtlGen, PmpCtl, FanCtlGen,

FanCtl, Auto, FanOvCur, PmpOvCur,
PmpAlm, OilTmpSet

CILO Interlocking Mod, Beh, Health, NamPlt, EnaOpn,
EnaCls
CPOW Point-on-wave switching Mod, Beh, Health, NamPlt, TmExc,

StrPOW, OpOpn, OpCls, MaxDIlTmms

CSWI Switch controller Mod, Beh, Health, NamPlt, Loc,
OpCntRs, Pos, PosA, PosB, PosC,
OpOpn, OpCls

GAPC Generic automatic process control | Mod, Beh, Health, NamPlt, Loc,
OpCntRs, SPCSO1, DPCSO1, IsSCso1,
Auto, Strl, Opl, Strvall




4@ NovaTech.

IEC 61850 Server for OrionLX

Node Class | Node Class Description Available Data Objects

GGIO Generic process I/0 Mod, Beh, Health, NamPlt, EEHealth,
EEName, Loc, OpCntRs, AnInl, SPCSO1,
DPCSOl1, ISCSOl, IntInl, Alml, Indl

GSAL Generic security application Mod, Beh, Health, NamPlt, OpCntRs,
NumCntRs, AuthFail, AcsCtlFail,
SvcViol, Ina

IARC Archiving Mod, Beh, Health, NamPlt, OpCntRs,
NumCntRs, MemOv, MemUsed, NumRcd,
MaxNumRcd, OpMod, MemFull

THMI Human machine interface Mod, Beh, Health, NamPlt

ITCI Telecontrol interface Mod, Beh, Health, NamPlt

ITMI Telemonitoring interface Mod, Beh, Health, NamPlt

MDIF Differential measurement Mod, Beh, Health, NamPlt, OpARemn,
Ampl, Amp2, Amp3

MHAT Harmonics or interharmonics Mod, Beh, Health, NamPlt, EEHealth,
EEName, Hz, HA, HPhV, HPPV, HW, HVAr,
HVA, HRmsZA, HRmsPhV, HRmsPPV, HTuW,
HTsW, HATm, HKf, HTdf, ThdA, Thdodda,
ThdEvnA, TddA, TddoddAa, TddEvnA,
ThdPhV, ThdOddPhV, ThdEvnPhV, ThdPPV,
ThdOddPPV, ThdEvnPPV, HCfPhV, HCfPPV,
HCfA, HTif, HzSet, EvTmms, NumCyc,
ThdAVal, Thdvval, ThdATmms, ThdVTmms,
NomA

MHAN Non-phase-related harmonics or | Mod, Beh, Health, NamPlt, EEHealth,

interharmonics EEName, Hz, HaAmp, HaVol, HaWatt,

HaVolAmpr, HaVolAmp, HaRmsAmp,
HaRmsVol, HaTuWatt, HaTsWatt,
HaAmpTm, HaKFact, HaTdFact, ThdAmp,
ThdOddAmp, ThdEvnAmp, TddAmp,
TddOddAmp, TddEvnAmp, Thdvol,
ThdOddvol, ThdEvnVol, HaCfAmp,
HaCfvol, HaTiFact, HzSet, EvTmms,
NumCyc, ThdAval, Thdvval, ThdATmms,
ThdVTmms, NomA

MMTR Metering 3 phase Mod, Beh, Health, NamPlt, EEHealth,
EEName, TotVAh, TotWh, TotVArh,
SupWh, SupVArh, DmdWh, DmdVArh
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Node Class | Node Class Description Available Data Objects

MMXN Non-phase-related measurement Mod, Beh, Health, NamPlt, EEHealth,
EEName, Amp, Vol, Watt, VolAmpr,
VolAmp, PwrFact, Imp, Hz

MMXU Measurement Mod, Beh, Health, NamPlt, EEHealth,
TotW, TotVAr, TotVA, TotPF, Hz, PPV,
Phv, A, W, VAr, VA, PF, 7Z

MSQI Sequence and imbalance Mod, Beh, Health, NamPlt, EEHealth,
EEName, SeghA, SeqV, DQ0Seq, ImbA,
ImbNgA, ImbNgV, ImbPPV, ImbV,
ImbZroA, ImbZroV, MaxImbA, MaxImbPPV,
MaxImbV

MSTA Metering statistics Mod, Beh, Health, NamPlt, EEHealth,

EEName, AvAmps, MaxAmps, MinAmps,
AvVolts, MaxVolts, MinVolts, AvVA,
MaxVA, MinVA, AvVW, MaxW, MinW, AvVVAr,
MaxVAr, MinVAr, EvStr, EvTmms

PDIF Differential Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Oop, TmASt, DifAClc, RstA,
LinCapac, LoSet, HiSet, MinOpTmms,
MaxOpTmms, RstMod, RsD1Tmms, TmACrv

PDIR Direction comparison Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, RsDlTmms

PDIS Distance Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, PoRch, PhStr, GndStr,

DirMod, PctRch, O0Ofs, PctOfs, RisLod,
AngLod, TmDlMod, OpDlTmms, PhD1Mod,
PhD1Tmms, GndD1Mod, GndD1Tmms, X1,
LinAng, RisGndRch, RisPhRch, KOFact,
KOFactAng, RsD1lTmms

PDOP Directional overpower Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, DirMod, StrVal, OpDlTmms,
RsD1Tmms

PDUP Directional underpower Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, Strval, OpDlTmms, RsD1Tmms,
DirMod

PFRC Rate of change of frequency Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, B1lkV, Strval, Blkval,

OpDlTmms, RsD1Tmms
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Node Class | Node Class Description Available Data Objects

PHAR Harmonic restraint Mod, Beh, Health, NamPlt, OpnCntRs,
Str, HaRst, PhStr, PhStop, OpDl1Tmms,
RsD1Tmms

PHIZ Ground detector Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, AStr, VStr, HVStr, OpDlTmms,
RsD1Tmms

PIOC Instantaneous overcurrent Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, Strval

PMRI Motor restart inhibition Mod, Beh, Health, NamPlt, OpnCntRs,
Op, StrInh, StrInhTmm, SetA, SetTms,
MaxNumStr, MaxWrmStr, MaxStrTmm,
EgqTmm, InhTmm

PMSS Motor starting time supervision Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, SetA, SetTms, MotStr,
LokRotTms

POPF Over power factor Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, B1lkA, B1kV, Strval,
OpDlTmms, RsD1Tmms, BlkValA, BlkvalVv

PPAM Phase angle measuring Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, StrVval

PSCH Protection scheme Mod, Beh, Health, NamPlt, OpnCntRs,
ProTx, ProRx, Str, Op, CarRx,
LosOfGrd, Echo, WeiOp, RvABlk, GrdRx,
SchTyp, OpDlTmms, CrdTmms, DurTmms,
UnBlkMod, SecTmms, WeiMod, WeiTmms,
PPVVal, PhGndval, RvAMod, RvATmms,
RvRsTmms

PSDE Sensitive directional earthfault Mod, Beh, Health, NamPlt, OpCntRs,
Str, Op, Ang, GndStr, GndOp,
StrD1Tmms, OpDlTmms, DirMod

PTEF Transient earth fault Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, GndStr, DirMod

PTOC Time overcurrent Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, TmASt, TmACrv, Strval,
TmMult, MinOpTmms, MaxOpTmms,
OpD1lTmms, TypRsCrv,RsD1Tmms, DirMod

PTOF Overfrequency Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, B1kvV, Strval, BlkVval,
OpDlTmms, RsD1Tmms
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Node Class | Node Class Description Available Data Objects

PTOV Overvoltage Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, T™TmVSt, TmVCrv, Strval,
TmMult, MinOpTmms, MaxOpTmms,
OpDl1Tmms, RsD1Tmms

PTRC Protection trip conditioning Mod, Beh, Health, NamPlt, OpnCntRs,
Tr, Op, Str, TrMod, TrPlsTmms

PTTR Thermal overload Mod, Beh, Health, NamPlt, OpnCntRs,
Amp, Tmp, TmpR1l, LodRsvAlm, LodRsvTr,
AgeRat, Str, Op, AlmThm, TmTmpSt,
TmASt, TmTmpCrv, TmACrv, TmpMax,
Strval, OpDl1Tmms, MinOpTmms,
MaxOpTmms, RsD1Tmms, ConsTms, AlmVal

PTUC Undercurrent Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, TmASt, TmACrv, Strval,
OpDl1Tmms, TmMult, MinOpTmms,
MaxOpTmms, RsD1Tmms, DirMod

PTUF Underfrequency Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, B1lkvV, Strval, Blkval,
OpDlTmms, RsD1Tmms

PTUV Undervoltage Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, TmVSt, TmVCrv, Strval,
TmMult, MinOpTmms, MaxOpTmms,
OpDlTmms, RsDl1Tmms

PUPF Underpower factor Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, B1lkA, B1lkV, Strval,
OpDlTmms, RsD1Tmms, BlkValA, BlkValVv

PVOC Voltage controlled time overcurrent | Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, AVSt, TmASt, AVCrv, TmACrv,
TmMult, MinOpTmms, MaxOpTmms,
OpDlTmms, TypRsCrv, RsD1Tmms

PVPH Volts per Hz Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, VHzSt, VHzCrv, Strval,
OpDlTmms, TypRsCrv, RsD1Tmms, TmMult,
MinOpTmms, MaxOpTmms

PZSU Zero speed or underspeed Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, StrvVal, OpDlTmms, RsD1Tmms
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Node Class | Node Class Description Available Data Objects
RADR Disturbance recorder channel | Mod, Beh, Health, NamPlt, OpnCntRs,
analogue ChTrg, ChNum1l, TrgMod, LevMod,

HiTrglLev, LoTrgLev, PreTmms, PstTmms

RBDR Disturbance recorder channel | Mod, Beh, Health, NamPlt, OpnCntRs,

binary ChTrg, ChNuml, TrgMod, LevMod,

PreTmms, PstTmms

RBRF Breaker failure Mod, Beh, Health, NamPlt, OpnCntRs,
Str, OpEx, OpIn, FailMod, FailTmms,
SP1TrTmms, TPTrTmms, DetValA, ReTrMod

RDIR Directional element Mod, Beh, Health, NamPlt, Dir,
ChrAng, MinFwdAng, MinRvAng,
MaxFwdAng, MaxRvAng, BlkValAa,
BlkValV, PolQty, MinPPV

RDRE Disturbance recorder function Mod, Beh, Health, NamPlt, OpCntRs,
RcdTrg, MemRs, MemClr, RcdMade,
FltNum, GriFltNum, RcdStr, MemUsed,
TrgMod, LevMod, PreTmms, PstTmms,
MemFull, MaxNumRcd, ReTrgMod,
PerTrgTms, ExclTmms, OpMod

RDRS Disturbance record handling Mod, Beh, Health, NamPlt, AutoUpLod,
D1tRcd

RFLO Fault locator Mod, Beh, Health, NamPlt, OpCntRs,
Fltz, FltDiskm, FltLoop, R1, X1, RO,
X0, Z1lMod, ZlAng, Z0Mod, Z0OAng, RmO,
Xm0, ZmOMod, ZmOAng

RPSB Power swing detection/blocking Mod, Beh, Health, NamPlt, OpnCntRs,
Str, Op, BlkZn, ZeroEna, NgEna,
MaxEna, SwgVal, SwgRis, SwgReact,
SwgTmms, UnBlkTmms, MaxNumSlp, EvTmms

RREC Autoreclosing Mod, Beh, Health, NamPlt, OpnCntRs,
BlkRec, ChkRec, Auto, Op, AutoRecSt,
ReclTmms, Rec2Tmms, Rec3Tmms,
PlsTmms, RclTmms

RSYN Synchronism-check Mod, Beh, Health, NamPlt, RHz, LHz,
RV, LV, Rel, VInd, AngInd, HzInd,
SynPrg, DifVClc, DifHzClc, DifAngClc,
DifvV, DifHz, DifAng, LivDeaMod,
DealinVal, LivLinVal, DeaBusVal,
LivBusVal, PlsTmms, BkrTmms
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Node Class | Node Class Description Available Data Objects
SARC Monitoring and diagnostics for arcs | Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpCntRs, FACntRs, FADet,
ArcCntRs, SwArcDet
SIMG Insulation medium supervision Mod, Beh, Health, NamPlt, EEHealth,
EEName, Pres, Den, Tmp, InsAlm,
InsBlk, InsTr, PresAlm, DenAlm,
TmpAlm, InsLevMax, InsLevMin
SIML Insulation medium supervision | Mod, Beh, Health, NamPlt, EEHealth,
(liquid) EEName, Tmp, Lev, Pres, H20, H20Tmp,
H2, InsAlm, InsBlk, 1InsTr, TmpAlnm,
PresTr, PresAlm, GasInsAlm, GasInsTr,
InsLevMax, InsLevMin, H2Alm, MstAlm
SPDC Monitoring and diagnostics for | Mod, Beh, Health, NamPlt, EEHealth,
partial discharges EEName, OpCnt, AcuPaDsch, PaDschAlm
TCTR Current transformer Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, Amp, ARtg, HzRtg, Rat,
Cor, AngCor
TVTR Voltage transformer Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, Vol, FuFail, VRtg,
HzRtg, Rat, Cor, AngCor
WALM Wind power plant information Mod, Beh, Health, AlmSt, EvtTm
WAPC wind power plant active power | Mod, Beh, Health, NumOpTur, PlWLimEn,
control P1VAEnN, P1Grakn, P1DelEn, P1lWCap,
P1W, P1VA, P1Gra, P1WDel, P1WAtv,
P1VAAtv, PlGraAtv, PlDelAtv, SetPlw,
SetPlVA, SetPl1lWUpGra, SetP1lWDoGra,
SetPlDel
WCNV Wind turbine converter information | Mod, Beh, Health, OpTmRs, CnvOpMod,
Clst, Hz, Torqg, GnPPV, GnPhV, GnA,
GnPF, GriPPV, GriPhV, GriA, GriPF,
CnvTmpGn, CnvTmpDclink, CnvTmpGri,
DclVol, DclAmp
WGEN Wind turbine generator information | Mod, Beh, Health, OpTmRs, GnOpMod,

clst, Spd, W, VAr, GnTmpSta,
GnTmpRtr, GnTmpInlet, StaPPV, StaPhv,
StaA, RtrPPV, RtrPhV, RtrA, RtrExtDC,
RtrExtAC,
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Node Class

Node Class Description

Available Data Objects

WMET

Wind power plant meteorological

information

Mod, Beh, Healt
MetAltlHorWdSpd,
MetAltlHorWdDir,

MetAltlTmp, MetAltlHu

h, MetAltlAlt,
MetAltlVerWdSpd,
MetAltlVerWdDir,

m, MetAltlPres

WNAC

Wind turbine nacelle information

Mod, Beh,
WAdHtSt, IceSt,
WdDir, ExTmp,
BecLumLev, Vis,
DispYdir,
SetFlsh

Health,

BecTmRs,
AneSt,
IntlTmp,

SetBecMod,

BecBulbSt,
WdSpd,
IntlHum,
DispXdir,
SetBecLev,

Dir,

Ice,

WROT

Wind turbine rotor information

Mod, Beh,
B1StB1l2,
RotPos,
PtHyPresBl2,
PtAngSpBl2,
PtAngValBl2,
PtEmgChk

Health,
B1StB13,
HubTmp,

PtAngSpB

PtCtlSt,
PtHyPresB13,

PtAngValBl3,

Rotst, BI1StBll1,
RotSpd,
PtHyPresBll1,
PtAngSpBll1,
PtAngValBll1,

BlkRot,

13,

WRPC

Wind power plant reactive power

control

Mod, Beh,
P1VArMode,
P1VArCapExp,
SetPlVAr,
SetPl1VArDoGra,
SetP1lVDoGra,

P1VAr,
P1PF,

SetP1Drp

Health,

SetPlv,

NumOpTur,
P1VArCapImp,
P1V, P1VArAtv,
SetPlVArUpGra,

SetP1lVUpGra,
, SetPlPF

WTOW

Wind turbine tower information

Mod, Beh,
HtexSt,

Health,
LiftPos, Intl

Liftst,
Hum

DehumSt,

WTRF

Wind turbine
information

transformer

Mod, Beh,
OilLevSt,
TrfTurPhV,
TrfGriPhV,
TrfTmpTrfGri,

Health,
MTPresS

TrfGria,

TrfOpTmRs,

TrfTurA,

TrfClSt,
t, TrfTurPPV,

TrfGriPPV,
TrfTmpTrfTur,

AtvGriSw

WTRM

Wind turbine
information

transmission

Mod, Beh,
Ftrst, C1St,
InlFltsSt,
TrmTmpShfBrg2,
TrmTmpShfBrk,
GsLev, Gbx0OilLev,
BrkHyPres, OfFlt, Inl

Health,
HtSt,

OilLevSt,

VibGbx1,

BrkOpMod, LusSt,
OfF1tSt,
TrmTmpShfBrgl,
TrmTmpGbx0il,
VibGbx2,
Gbx0ilPres,
Flt
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Node Class | Node Class Description Available Data Objects

WTUR Wind turbine general information Mod, Beh, Health, AvlTmRs, OpTmRs,
StrCnt, StopCnt, TotWh, TotVArh,
DmdWh, DmdVArh, SupWh, SupVArh,
TurSt, W, VAr, SetTurOp, VArOvW,
VArRefPri, DmdW, DmdVAr, DmdPF

WYAW Wind turbine yawing information Mod, Beh, Health, CwTm, CcwTm, YwSt,
YwBrakeSt, YwSpd, Tmp, YawAng,
CabWup, SysGsLev, BrkPres, AtvYw

XCBR Circuit breaker Mod, Beh, Health, NamPlt, Loc,
EEHealth, EEName, OpCnt, Pos, BlkOpn,
B1lkCls, ChaMotEna, SumSwARs, CBOpCap,
POWCap, MaxOpCap

XCWI Circuit switch Mod, Beh, Health, NamPlt, Loc,
EEHealth, EEName, OpCnt, Pos, BlkOpn,
BlkCls, ChaMotEna, Swlyp, SwOpCap,
MaxOpCap

YEFN Earth fault neutralizer (Petersen | Mod, Beh, Health, NamPlt, EEHealth,

com EEName, OpTmh, ECA, ColTapPos, ColPos

YLTC Tap changer Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpCnt, Torqg, MotDrvA, TapPos,
TapChg, EndPosR, EndPosL, 0ilFil

YPSH Power shunt Mod, Beh, Health, NamPlt, Loc,
EEHealth, EEName, OpTmh, Pos, BlkOpn,
B1lkCls, ShOpCap, ChaMotEna, MaxOpCap

YPTR Power transformer Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, HPTmp, HPTmpAlm,
HPTmpTr, OANL, OpOvA, OpOvV, OpUnvV,
CGAlm, HiVRtg, LoVRtg, PwrRtg

ZAXN Auxiliary network Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, Vol, Amp

ZBAT Battery Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, Vol, VolChgRte, Amp,
BatTest, TestRsl, BatHi, BatLo,
LoBatVol, HiBatVol

ZBSH Bushing Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, React, LosFact, Vol,
RefReact, RefPf, RefV
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Node Class | Node Class Description Available Data Objects

ZCAB Power cable Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh

ZCAP Capacitor bank Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, CapDS, DschBlk

ZCON Converter Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh

ZGEN Generator Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, GnCtl, DExt, AuxSCO,
StopVlv, ReactPwrR, ReactPwrL, GnSpd,
GnSt, OANL, ClkRot, CntClkRot,
OpUnExt, OpOVExt, LosOil, LosVac,
PresAlm, DmdPwr, PwrRtg, VRtg

ZGIL Gas insulated line Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh

ZLIN Power overhead line Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh

ZMOT Motor Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh, DExt, LosOil, LosVac,
PresAlm

ZREA Reactor Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh

ZRRC Rotating reactive component Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpTmh

ZSAR Surge arrestor Mod, Beh, Health, NamPlt, EEHealth,
EEName, OpCnt, OPSA

ZTCF Thyristor  controlled frequency | Mod, Beh, Health, NamPlt, EEHealth,

converter EEName, OpTmh, PwrFrg
ZTCR Thyristor controlled reactive | Mod, Beh, Health, NamPlt, EEHealth,
component EEName, OpTmh

Table D-1: Data Objects Available to Each Node Class
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Appendix B — NCD Server Mode Configuration Actions

You can perform any of the following file configuration steps in NCD Server Mode. You can perform these
actions on an existing SCL file in NCD without following the typical modification workflow described in the
Procedure to Modify an Existing SCL File section. These actions can also be performed in Model Builder.

Modify IED Information

Modify Communication Settings

Modify Services Settings

Modify LDevice Options

Modify Logical Node Instance, Prefix and Description Options
Add a DataSet to an LLNO Node

Add a Report Control Block to an LLNO Node

Add a GOOSE Control Block to an LLNO Node

Modify IED Information
To modify the IED Information settings in the SCL file, complete the following steps.

1. In NCD Server mode, in the left pane, select Server - IED.

Port
4 Clent
Add New Device .
B SIED Server - |[ED Options
P LDGE'E?D . Import SCLiil... | | Exportto SCLile... | | Communication... | | Services...
LPHD1 (LFHDY) RTU Mame RTU1
4 LDevice0
LLNO (LLNOT) Port 102
LPHD1 (LPHDZ) Max Connections 4
Reg1ANCR2 (ANCF
4 LDevica02 Max Saved ERCEB= 1000
LLMO (LLNOZ) IED Information
LPHD1 (LPHD2)
MName TEMPLATE
Descrption  |[ECE1850 IED
Type
Manufacturer  MevaTech LLC
Config. Version 1

Figure D-1: Modify IED Information

2. Under IED Information, modify the Name, Description, Type, Manufacturer, and
Config. Version settings as desired.

3. Click Accept.
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Modify Communication Settings

To modify the settings in the Communication section of the SCL file in NCD, complete the following
steps. For more information about the purpose of the attributes contained in the Communication
section, refer to the official IEC 61850 Technical Report issued by IEC.

1. Onthe Server - IED Options page (Figure D-1), click Communication.

4# Edit Communication Section @

Section Description | Communication IED'_l
SubNetwork
Mame Subnetworkl
Description
Type 8-MMS
Text
ConnectedAP
Access point name  AccessPoint
Description
Address
IP 0000
IP-SUBMNET  255.255.255.0
IP-GATEWAY  0.0.0.0
OSI-NSAP
OSI-TSEL 0001
OSI-SSEL 0001
OSI-PSEL 00000001
COSI-AP-Title
QSI-AP-Invoke
QSI-AE-Qualifier
QSI-AE-Invoke
MAC-Address
APPID
VLAN-PRICRITY
VLAN-ID

Cancel

Figure D-2: Edit Communication Section

2. Inthe Edit Communication Section dialog box, enter the desired text in each field that you
want to configure. Empty fields are not included in the SCL file.

3. Click oK.
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Modify Services Settings

To modify the settings in the Services section of the SCL file in NCD, complete the following steps. For
more information about the purpose of the attributes contained in the Services section, refer to the

official IEC 61850 Technical Report issued by IEC.

1. Onthe Server - IED Options page (Figure D-1), click Services.

-

¢ Edit Services Section

et

DynAssociation
SettingGroups
GetDirectory
GetDataObjectDefinition
DataObjectDirectory
GetDataSetValue
SetDataSetValue
DataSetDirectory
ConfDataSet
medify
maxAttributes
max
DynDataSet
maxAttributes
max
ReadWrite
TimerActivatedControl
ConfReportControl
max
GetCBValues
ConfLogCentrol
max
ReportSettings
cbMName
datSet

rptlD

5 T R

100
10

]
100
10

]
]

=

Figure D-3: Edit Services Section

2. IntheEdit Services Section dialog box, enter the desired text in each field that you want to
configure in the SCL file. Empty fields and unmarked check boxes are not included in the SCL

file.

3. Click oK.
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Modify LDevice Options
To modify the descriptive settings for a logical device in NCD, complete the following steps.

1. In NCD Server Mode, in the left pane, select a logical device.

Port
4 Client
Add Mew Device ) )
4 Server- [ED LDevice Options
FR L Cevics -
LLNO (LLNO) eRanee] LDevios
LPHD1 {LPHD) Description
4 LDewcel
LLMO (LLNDT)
LPHD1 (LPHD3)
Reg1ANCRZ [ANCF
4 LDevice(2
LLMO {LLNDZ)
LPHD1 (LFHDZ)

Figure D-4: Modify Logical Device Options
2. Under LDevice Options, modify the Instance and Description fields as desired.

3. Click Accept.
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Modify Logical Node Instance, Prefix and Description Options

You can modify the instance number, prefix, and description for a logical node in NCD Server Mode. To
modify display settings for a logical node and the logical node description in NCD, complete the following
steps.

Important If you imported an SCD file in NCD Server Mode, we do not recommend modifying the
instance or prefix fields in this window. To ensure expected device communication, we recommend
modifying these settings in an ICD file using Model Builder using the Modify Logical Node Options
procedure. This warning does not apply if you imported an ICD, CID, or SCL file in NCD Server Mode.

1. In NCD Server Mode, in the left pane, select a logical node.

4¢ NovaTech Configuration Director - [EC61850 Master Port 25 - IEC61850 Master (TEC61850.ncd)] = | B |

| | File Edit Configure Communications Window Help - 5 X
D& BRR @
Port Options: Delete Port Close Port | ©

Part <
4 Client Inputs
Add New Devies 52 <Al Ports> - &L
4 SjnLEI;)ex[iEE) Boint Name General | DO/DA
LLMO (LLNO) Fault Type @Device 1 -
Fault targets rows 0 and 1 @Device 1 N
4 LDevic=01 Fault location @Device 1 =
LLMO (LLNOT) Fault frequency @Device 1 Logical Node Options
LPHD1 (LPHD3) Fault settings group @Devics 1 —
Reg1ANCRZ (ANCF Fault recloser shot counter @Device 1 LDevice LDevice
rl LDEE':_CESQ:_J:J:;I Eaulttime high @Devicel 1 Class LPHD
el ault time middle @& Device 1
LPHD1 (LFHD2) Fault time low @Device 1 Type LPHD
Fault Current-Ph A @Device 1
Fault Current-Ph B @Device 1 Instance 1
Fault Current-Ph C @Device 1 Prefi
Fault Current-Ground @Device 1
Fault Current-Negative Sequence &Device 1
— o - Description
Inputs | Outputs
“ m 3

v.3.29.0005 | 5/20/2016 | 3:14 PM

Figure D-5: Modify Logical Node Options

2. On the General tab, under Logical Node Options, modify the Instance, Prefix, and
Description fields as desired. For more information regarding the functions of the Instance
and the prefix fields, refer to the Add a New Logical Node section.

3. Click Accept.
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Add a DataSet to an LLNO Node
To add a DataSet to a logical node in the LLNO class in NCD, complete the following steps.

1. Inthe left pane, on the IED tab, select the LLNO logical node where you want to add a DataSet.

IS ~

4# MNovaTech Configuration Director - [[EC61850 Master Port 25 - IEC61850 Master (IEC61850.ncd)] = | B ||

| | File Edit Configure Communications Window Help - 8 X
DEJ AR R @

Port Options: Delete Port Close Port ||

—

P Eﬁ:nt </ Inputs ([ Add DataSet D[ Add Report Control Block l [ Add GOOSE Control Block
Add New Device ») <M Fors> - XL Y
4 Server-|ED -
4 LDevice Paint Name General | DO/DA
Fault Type @Device 1
LPHD1 (LPHD) Fault targets rows 0 and 1 @Device 1 ]
4 LDevice01 Fault location @Device 1 =
LLMO (LLNO1) Fault frequency @Device 1 Logical Node Options
LPHD1 (LPHD3) Fault settings group @Device 1 —
Reg1ANCR2 (ANCH Fault recloser shot counter @Device 1 LDevice LDevice
4 LDevice(2 Fault time high @Device 1 Class LLNO
LLNO (LLNOZ) Fault time middle @Device 1
LPHDT (LPHD2) Fault time low @Device 1 Type LLNO
Fault Current-Ph A @Device 1
Fault Current-Ph B @Device 1 Description
Fault Current-Ph C @Device 1
Fault Current-Ground @Device 1
Fault Current-Negative Sequence @Device 1|

Inputs | Outputs

v.3.29.0005 | 5/20/2016 | 3:23 PM

Figure D-6: Add DataSet in NCD

2. Click Add Dpataset. If the warning about FCDAs being mandatory displays, click OK.
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3. Optional. On the DataSet Options page, add values to the Name and Description fields
and click Accept. You cannot manually modify the DataSet Details setting.

4,

5.

-

¢ NovaTech Configuration Director - [EC61850 Master Port 25 - [EC61850 M... = | =) [

| | File Edit Configure
DES AR H @

Communicaticns  Window  Help - & X

Port
4 Client
1 Add New Device
4 Server- IED
4 LDevice
4 LLMO (LLND)
DataSet: DS0000
LPHD1 (LPHD)
4 LDevicel1
LLNO (LLNOT)
LPHD1 (LPHDZ)
Regl1ANCR2Z (ANCR]
4 LDevice02
LLNO (LLNDZ)
LPHD1 (LFHDZ)

Port Options: Delete Port Close Port |

DataSet Options
Name DS0001

Descrption

Delete DataSet | | Edit DataSet...

DataSet Details

v3.29.0005 | 5/20/2016 | 3:26 PM| _:

Figure D-7: DataSet Options Page in NCD

Click Edit DataSet.

In the Edit DataSet dialog box, in the left pane, navigate your configured point hierarchy to
display the data attributes that you want to associate with the DataSet.
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6. For each desired attribute, select the data attribute in the left pane and click the Right Arrow
>> putton. In the following example, the PhyHealth [ST] and d [DC] attributes were

associated with the DataSet.

-

7. Optional. To modify the order of associated data attributes, use the green arrow buttons to move

Edit DataSet DS0001

Select FCDAs:

(Changes are auto-accepted on OK)

4 | Device
I* LLNO {LLMNO)
4 |PHD1 (LPHD)
I PhyNam [DC]
I PhyHealth [ST]
4 PhyHealth [DC]
d [DC]
du [DC]
I Prawy [ST]
I Praxy [DC]
4 | Device0l
I* LLNO (LLNO1)
LPHD1 (LPHD3)
I ReglANCR2 [ANCRZ)
4 | Device(2
I* LLND {LLND2)
I LPHD1 (LPHD2)

LDevice/LPHD1.5T.PhyHealth
LDevice/LPHD1.DC PhyHealth.d

Figure D-8: Edit DataSet Dialog Box in NCD

the selected data attribute.

8. After adding the desired data attributes, click OK.
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Add a Report Control Block to an LLNO Node

To add a Report Control Block to a logical node with the LLNO class in NCD, complete the following

steps.

1. In the left pane, select the LLNO logical node where you want to add a Report Control

Block.
4¢ MNovaTech Configuration Director - [[EC61850 Master Port 25 - [EC61850 Master (IEC61830.ncd)] = | B |-,
| | File Edit Configure Communications Window Help - 8 X
= MR R@
Port Options: Delete Port Close Port |
Port
4 Client <) Inputs l Add DataSet lq Add Report Control Block D[ Add GOOSE Contral Block
Add New Device I) <Al Ports - L B
a4 Server-|ED - G | [ co/oa
4 LDevice Point Name enera
Fault Type @Device 1 -
LPHD1 (LPHD) Fault targets rows 0 and 1 @Device 1
4 LDevice01 Fault location @Device 1 =
LLNO (LLNOT) Fault frequency @Device 1 Logical Node Options

LPHD1 (LPHD3)
4 LDevice(2

LLNO (LLNO2)
LPHD1 (LPHD2)

ReglANCR2 (ANCH

Fault settings group @Device 1

Fault recloser shot counter @Device 1

Fault time high @Device 1

Fault time middle @Device 1

Fault time low @Device 1

Fault Current-Ph A @Device 1

Fault Current-Ph B @Device 1

Fault Current-Ph C @Device 1

Fault Current-Ground @Device 1

Fault Current-Megative Sequence &@Device 1

s s Cimice 4

Inputs | Qutputs

LDevice LDevice
Class LLNO

Type LLNO

Description

v.3.29.0005 | 5/20/2016 | 3:23 PM

Figure D-9: Add Report Control Block in NCD

2. Click Add Report Control Block.
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3. If a warning about an associated DataSet being mandatory displays, click OK. This warning only
displays the first time you click the Add Report Control Block button during this session of
NCD.

-

.
44 NovaTech Configuration Director - [[EC61850 Master Port 25 - IEC61850 Master ﬂE{:ﬁlgs...l = | B [

| | File Edit Configure Communications Window Help - 2 X
NEd Bk dle

Port Options: Delete Port Close Port ©

Ei:m Delete RCB =}
Fi

Add Mew Device

4 Server-IED Report Control Block Options
4 LDevics Name rcb0000
4 LLNO(LLND)
DataSet: DSO000 Dlescription

DataSet: DS0001

LPHD1 (LPHD) DataSet :]

4 LDevicel
LLMO (LLND1) Integrity Period 0
LPHD1 (LPHD3)
Regl1ANCR2 (ANCR

n

Configuration Revision 0

4 LDevical?2 Buffer Time 0
LLNO (LLN0Z)
LPHD1 (LPHD2) Buffered [C]
Report 1D
Optional Fields

Sequence Number
Time Stamp
Data Set
Reason Code
Data Reference [
Entry ID

m b Cenfiguration Ref -

v.3.29.0005 | 5/20/2016 | 3:36 PM

Figure D-10: Report Control Block Options Page
4. On the Report Control Block Options page, configure the various options available for
the Report Control Block. For more information regarding these settings, refer to the IEC 61850
Technical Report from the official IEC website.

5. Click Accept.
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Add a GOOSE Control Block to an LLNO Node

To add a GOOSE Control Block to a logical node with the LLNO class in NCD, complete the following

steps.

1. Inthe left pane, select the LLNO logical node where you want to add a GOOSE Control Block.

LPHD1 (LPHD3)
4 LDevice02

LLNO (LLNOZ)
LPHD1 (LFHDZ)

Reg1ANCR2 (ANCH

Fault settings group @Device 1

Fault recloser shot counter @Device 1

Fault time high @Device 1

Fault time middle @Device 1

Fault time low @Device 1

Fault Current-Ph A @Device 1

Fault Current-Ph B @Device 1

Fault Current-Ph C @Device 1

Fault Current-Ground @Device 1

Fault Current-Megative Sequence @Device 1

s s Cimice 4

Inputs | Qutputs

LDevice LDevice
Class LLNO
Type LLNO

Description

r ~
4# NovaTech Configuration Director - [[EC61850 Master Port 25 - IEC61850 Master (IEC61850.ncd)] = | ]|
| | File Edit Configure Communications Window Help - 8 X
DEFI AR @
Port Options: Delete Port Close Port |
Port
4 Client </ Inputs [ Add DataSet l [ Add Report Control Block ]q Add GOOSE Control Block D
Add New Device ,) <Al Ports - J
4 Server-|ED - G | | oo/pa
4 LDevice Point Name enera
LLMO Fault Type @Device 1 -
LPHD1 (LPHD) Fault targets rows 0 and 1 @Devics 1 M
4 LDevice01 Fault location @Device 1 =
LLNO (LLNOT) Fault frequency @Device 1 Logical Node Options

v.3.29.0005 | 5/20/2016 | 3:23 PM

Figure D-11: Add GOOSE Control Block in NCD

2. Click Add GOOSE Control Block.
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3. If a warning about an associated DataSet being mandatory displays, click OK. This warning only
displays the first time you click the Add GOOSE Control Block button during this session of

NCD.

-

4# NovaTech Configuration Director - [IEC61850 Master Port 25 - IEC61850 Master (L. .= | [5) | S

-

[ File Edit
BN -

Configure

Communications

Window

Help .

Port
i Client
Add New Device
i Server - [ED
4 LDevice
4 LLNOD (LLNG)
DataSet: DS0000
DataSet: DS0001
RCB: reb0000
GOOSE: gch0000
LPHD1 (LPHD)
4 LDewice01
LLMO (LLNOT)
LPHD1 (LPHD3)
Reg1ANCR2 (ANCR2
4 LDewicel?2
LLMO (LLNG2)
LPHD1 (LPHDZ)

Port Options: Delete Port Close Port

GOQSE Control Block Options

Type GOOSE -

Mame gcb0000

Diescription

DataSet | DS0001 -

App 1D

Configuration Revision
Address

APFID

MAC Address
WLAN-PRIORITY
VLAN-ID

GSE

Min Time (ms)

Max Time (ms)

0000
0

]

01 -0C-CD-01 -01
4

000

- 00

10000

v.3.20.0005 | 5/20/2016 | 3:39 PM

Figure D-12: GOOSE Control Block Options Page in NCD

4. Onthe GOOSE Control Block Options page, configure the various options available for the
GOOSE Control Block. For more information regarding these settings, refer to the IEC 61850

Technical Report from the official IEC website.

5. Click Accept.
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Appendix C — Additional Documentation

The following additional documentation may be required for setting up and operating the OrionLX. In
addition, for each specified NovaTech protocol, the respective manual is included on the installation CD.

The default NCD installation stores the NovaTech documentation files in C:\Program Files
(x86) \NovaTech LLC\NCD3\Docs. Third-Party documentation is not included on the NovaTech
installation CD and cannot be verified as accurate by NovaTech.

Document Title File Name
OrionLX User Manual OrionLX_User_Manual.pdf
OrionLXm User Manual OrionLXm_User_Manual.pdf

Table D-2: NovaTech Documentation

For additional information related to the IEC61850 protocol, refer to the International Electromechanical
Commission (IEC) website: www.iec.ch.
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