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Secure and Efficient Testing of IEC 61850-Based
Protection and Control Systems
Agenda

What are the challenges
during testing

(focus on maintenance testing)

Requirements for testing
IEC 61850-based PACS

Doble’s simulation test
devices and software tools
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Testing Challenges

» “Software switches” replace conventional
physical test switches for isolating
injected signals and outputs of device
under test (DUT) from the rest of the
system in normal service

 Test signals (SV and GOOSE) are seen by
DUT as well as devices in normal service —
a major security concern

Test Isolation features of IEC 61850 are
not understood by most testers

Similar GOOSE messages from Test Sets
and Real IEDs (under test and in normal
service) are difficult to be differentiated
by testers and by some IEDs (Edition 1)

goble

Existing packet sniffing tools are difficult to
use for data visualization by testers

Issuing of control sequences through MMS
client is extremely difficult from the data
model IED explorer tree and list views
How to prepare the IEDs for testing

A complete substation and its system
configuration description file (SCD) can
contain 100s of IEDs and it is difficult to
manage the test scenarios without errors
Configuring some complex tests is often
times a trial-and-error process

No room for errors when doing maintenance
testing in a live substation
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Testing Challenges

* A single IED can have numerous
protection & control functions

* Many functions can share a
common trip output. How to
test a specific protection
element (e.g., Zone 2 AB loop,
Neutral OC stage 2, etc.) if the
element of interest is not in
the dataset

* Not allowed to change
protection settings or re-map
|/0 signals for maintenance

goble

* Some schemes have functional
elements that are distributed
across multiple physical IEDs

* Some protection functions
require 2 or more
simultaneous sets of sampled
values

* Some hybrid systems use both
conventional voltages and
currents and sampled values
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Testing Requirements and Doble Solutions doblel

° |mp0rt SCL f||eS, read data model and ° lUSGr'frie.ndly MMS Client w/ deSCI’iptive semantic
configuration from IEDs; compare files information |

« Scan network for GOOSE & SV messages * Easy-to-use interface for

« Mask complexity of [EC 61850 from user — control of breakers and other controllable objects

« Easy setup of test configuration for SV — preparing the IEDs for simulation and testing

publishing and GOOSE subscription and * GOOSE simulator for publishing and subscription;
oublishing. with programmable logic
* Real-time data visualization » Support |EC 61850 testing features
- I\abular ”Stt of selelctetdh sig(rj'lals » Default to secure simulation/quality states
— Annunciator panel with widgets » Save and re-use Configuration Setup files and
— Oscillography (SV, GOOSE, Reports) - Test Plans that have been fully verified to be
* Record SV and data (GOOSE, Reports) in working correctly — This ensures security, avoids
COMTRADE files; Viewer/Analysis module errors during actual testing and improves

« Logging of GOOSE, Report and Polling data efficiency and management of the testing process
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Test Features — Isolation during Maintenance

Test signals injected by test set STMUIation}
should be: - Test set publishes SV and GOOSE messages
- Accepted only by Devices (IEDs or with
Logical devices) under test (DUT) will process messages
- Rejected by devices that are in normal with Simulation flag = true
service - Devices in normal service (Simulation not

set) will not process simulated messages

Output Signals of DUT Mode/Behavior: — Test, Test/blocked
- Outputs signals should be by - GOOSE outputs of DUT are identified with
other They are by
- rejected by other devices in normal other devices also
service - Devices in normal service reject (or process

- Hard-wired outputs of the DU should be as Invalid) signals with g.test=true.
blocked from operating on the process  Test/blocked mode: Physical outputs blocked

D



IEC 61850 Test Simulation Features (Edition2) ooble

IED1
LPHD! = Devices in normal service with
IEC 61850 Test Set Sim.stVal=false | . . .
IIIIIIIIIIIIIII - v Simulation=false will process
! Eice | GOOSE messages from real IEDs
\:\\ S\
IED2
Incoming
> data
processed
MNOP1
[Bensvar |
IED3 /
Simulation = false Reception
______ buffer |
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IEC 61850 Test Simulation Features (Edition2) oob

IEC 61850 Test Set

............................................

IED2
N
....Goose2 ~
Simulation = false d
IED3 [T Goosed™ b

Simulation = false

1IED1

LPHD1

Sim.stVal= true |

IIIIIIIIIIIIIII J' WXYZ1

|

e |
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/ :
|
|
|
|
|

® Incoming

/ > data
! processed
I
: MNOP1
|
r S~ e L.

/ ’

Reception
buffer
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= Devices in normal service with
Simulation=false will process
GOOSE messages from real IEDs

= Device with Simulation changed
to true will still continue
processing GOOSE messages
(with simulation flag = false)
from real IEDs, if there are no
simulated messages from the
test set

b



IEC 61850 Test Simulation Features (Edition2) Ooble

IEC 61850 Test Set

| _Goosel _ 2

%% Simulation= true

IED2

IED3

Simulation = false

1IED1

Reception

buffer

WXYZ1
N
Incoming
> data
processed
MNOP1
/
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= Test set publishes GOOSE msgs
with Simulation flag = true
= DUT with Simulation = true will

= Start accepting messages with
Simulation flag = true

= Reject messages from real IED with
Simulation flag = false

10



IEC 61850 Test Simulation Features (Edition2) ooble

IEC 61850 Test Set
T R *

T o
[ '.l:::: -

+ Simulation= true

IED2

__________________________________________ AN

Goosel b3

............................................ -

IED3

Simulation = false &

IED1
LPHD1 = Test set publishes GOOSE msgs
II S I vz with Simulation flag = true

| [Bonstval ] icesin Si ion = '
~_ . = Dewces in Smlwulat.lon true will
o g accept incoming simulated

messages with Simulation flag

i — also set to true
~\’E> > Lata ’
s ! processed

MNOP1 = All GOOSE messages from the
S~ — that have
° | / the same names as the simulated
______ uter ones will now be

This concept also applies to Sampled Values
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Mode and Behavior of Logical Devices and Logical Nodes &%

[Behsivai=on ] = | [BehsWal=test]] : | BehstVal =testiblocked |

on

on g : : ongo

0 ; g/ 0 ; g/ 0
7 blocked E : i - blocked : : i .~ blocked

o L e >0 L e o E
test ' L R test ' . test :

o ; P o 5 P o
test/blocked ‘ \ test/blocked ‘ \ test/blocked

off © i off© i offO
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Mode/Behavior, Data Quality and Processing

Incoming Signal

(GOOSE or Report)
g.test = true

Incoming Signal

(Control service)
g.test = true

D

ong )
v Inwvalid

o
" blocked

processed as
valid

test

" test/blocked
test

) T~ Valid,
ffO output contact
° blocked

not processed
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Incoming data :
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Mode/Behavior, Data Quality and Processing

Incoming GOOSE

Data1.stVal
Data1l.q.test=false

Data3...

Data items that have
q.test = true will be
processed as invalid

Data2.stVal
Data2.q.test=true [+--____

Invalid

Incoming data
processed as valid

Incoming data
processed as valid but
physical output blocked

blocked

-~

e ————— = |nvalid

test/blocked
o

. )
Invalid

off @

Y
not processed

Y

:

e Data items with g.test=false
(normally from real IEDs) will
be processed as valid

* DUT/LD with Behavior = on
will process as invalid
incoming data with
g.test = true

This also applies to Control service messages

Doble Engineering Company
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Mode/Behavior, Data Quality and Processing

Incoming GOOSE

Datat.stVal
Datal.q.test=false {

N

DataZ stVal

Data3...

Data items that have
q.test = false will
continue to be
processed as valid !

Data2.q test=true ~\;:. .

Incoming data

¥ processed as Invalid

ong .
- Invalid
°

" blocked
Incoming data
(g.test=true)

processed as
Valid

-0 o
test

test/blocked
o
o Valid,
output contact
N blocked

not processed

off @ .
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Y

:

-« DUT/LD with Behavior = test

. or test/blocked will process
as valid incoming data with

. q.test =true

e Data items with g.test=false
will be continue to be
processed as valid !

This also applies to Control service parameter Test
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IncA_PU
! » LPHD.Sim=False XCBR.Pos .| LPHD.Sim=False
CB_INC_A < 52a/b LLNO.Mod=0n 7’| LLNO.Mod=0On
< - XCBR.Pos <
D Trip PTRC.Tr
14.4kVB 0
’ us RBRF.OpEx.general
FdrA_PU g.test = False
SV .
6005 (D—> MU » LPHD.Sim =False
LLNO.Mod =Qn
- PTOC1.0p
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- RBRF.OpEX
> XCBR.Pos
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CB_Al b : LLNO.Mod=0n ’ 1.
L Trip - TRIP :
- - XCBR Pos PTRC.Tr '
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XCBR.Pos

IncA_PU

\ 4

LPHD.Sim=False
b
CB_INC_A \ 52a/b LLNO.Mod=0n
< - XCBR.Pos
v .
Trip
14.4 kV Bus

6005 (D—— > MU

PTRC.Tr

SV

XCBR.Pos.stVal r'

.g.test = False/

LPHD.Sim=False
LLNO.Mod=0n

/'5

FdrA_PU

RBRF.OpEx.general

g.test =True

-PTOC1.0p
- PTRCL.Tr
- RBRF.OpEX

PTRC.Tr.general
g.test = .
True Sim=True

LPHD.Sim =True
LLNO.Mod =Test-blocked

TRIP —

x | 52ab LPHD.Sim=False
CB_A1 \ S T LLNO.Mod=0n
< - XCBR.Pos
 J Hardwire Trip
Feeder A1

SV
Sim=True
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XCBR.Pos.stVal

.g=True

Monitored/measured signals
-PTOC1.0p
- PTRC1.Tr.general
Trq True
- RBRF.OpEXx.general
.OpEx.q True
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Doble Solutions
for

Testing IEC 61850-based
Protection and Control
Systems
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Tools for Testing IEC 61850-based PACS

Station Bus

= SOURCE OUTPUTS

F6150sv

e LLE LY
A GOOSE

= MMS client/server
SOURCES

control signals

GOOSE & MMS

GOOSE | & MMS

Sampled Values
up to 3 sets of 9-2LE

RJ-45

or

3 4 5 6 7 8
e ® @ e el
_ -— — S A e e RN RN N T
».®

61850TesT

Protection Suite ‘

Switch with FO and RJ-45

Process Bus

PTP to GPS

SV graph viewing/recording

ngineering Company 22



GOOSE Messages and Datasets

* Import SCL file or
discover IEDs

* Add custom labels for
easy identification, esp.
for GGIO data items

e Select data items for

—Use as Inputs/Outputs
—Viewing in live data

* For GOOSE simulation

—Set Sim flags
—Set data g.bits

—Verify default data
values

G

oble]

Doble Engineering Company

23

o b
Files GSE g | sv ‘ C/S Simulator | Live Data ‘ Logging | COMTRADE | Scanning Preferences | F6 Instrument ‘ Save ‘ 4
View, discover or create GSE messages [ V] Clear all messages l I,J Send to F6000
Substation F& Input ‘ F& Output | PC GSE Simulator ‘ Subscription Mapping | Notes |
View, discover or create GSE messages. Allow addition of newly discovered message:
IED GSE VLAN Simulate || Show Enable PC | Select | Select Quality i
Name = LD Name EHIE el Hes e ssties LEEsdene Application ID D Priority i Live Data ;| Simulation | all GN | all GP Value
[ED_SISCO IDevicel IED_SISCOIDevicel/LLN0SGOSgocbBrkrDemo ; GOOSE_Data SISCO_AX54_51 2 4 Select [-|i x*
IED_TMW CTL1 IED_TMWCTL1/LLNOSGOSgch TMW CB1GooseD> TMW_Anvil_91 2 4 Select |~ | ¥
SW_EFACEC 10 SV_EFACECIOfLLNOSGOSEFA_L500_Go61 DsforGo6l EFA_L500_61 2 4 Select =[x
SV_NR PIGO01 SV_NRPIGO01/LLN0SGOSgochl dsGOOSEL NR_PCS302_A1 2 4 Select =] o
SV_NR PIGO01 SV_NRPIGOO1/LLNOSGOSgochd dsGO0SED NR_PCS302_AD 2 4 Select |~ | ¥
SV_SEL CFG SV_SELCFGLLNOSGOSBKR_TRP BKR_TRP SEL_401L_41 2 4 Select |~ |: )
SV_SEL CFG SV_SELCFG/LLNDSGOSFLT_INIT FLT_INIT SEL_401L_40 2 4 Select =] x
- |SV_SEL CFG SV_SELCFG/LLNOSGOSBFR_RST BFR_Reset SEL_401L_44 2 bl Select |~} x
q il | >
‘ I_gl View GSE Configuration Details l [ Compare IEDs l [.j Discover via Client [ 3 Load to PC GSE Simulator
Dataset items
Dataset It Data type Default Val Details from SCL fl Cosom bt || — live d
ataset lems ata efault Value: etails from ile ustom [al ow live d..
[Ten T use T aP [ use |™
"3 - stval Boolean = o ~| 5V_EFACEC.USER.GGIO1.Ind02.stVal(ST) EFA DOBLE Start Fault i 1 o v X
T4.g Quality ~| | G-00000000-P-00 | [~ 8V_EFACEC.USER.GGIO1.Ind02.q(ST) 1) o X
5 - general Boolean = ] ~| 8V_EFACEC.PROT.SPBF1RBRF1.0pEx general(ST) EFA RBRF.OpEx v 1 i} v X
‘6-q Quality ~| | G-00000000-P-00 | [=| SV_EFACEC.PROT.SPBF1RBRF1.0pExq(ST) 1) o X
"7 - general Boolean = o ~| 8V_EFACEC.PROT.PHOC1PTOC1.Sir.general (ST) EFA PTOC.Str W 1 o v X
3-q Quality = | G-00000000-P-00 | [~| 8V_EFACEC PROT.PHOC1PTOC1.8tr.q(ST) o o X
"9 - general Boolean = o ~| 8V_EFACEC.PROT.SPTRC1PTRC1.0p.general(ST) EFAPTRC.Op W 1 o v X
10 - g Quality =/ | G-00000000-P-00 | I~| SV_EFACEC PROT.SPTRC1PTRC1.0p.q(ST) o o X
" 11 - general Boolean = 0 ~| 5V_EFACEC.CTRL.CSWI1.0pCls.general(ST) EFA Reset Demo v 1 o v X
. -



Configuring Doble F6150sv test set for

Signal Inputs(GOOSE Subscription)
* Map selected data signals to Inputs (GN#) of F6150sv test set
* Verify “compare” values signal triggering for use during testing

Substation

Dataset items awvailable

F6 Input | F& Output | PC GSE Simulator | Subscription Mapping | Notes |

GSE control block reference Dataset name GSE application ID Label - Details from SCL file Item no. Data type J:
SV_EFACECIO/LLNOSGOSEFA_LS00_Gob1 DSforGob1 EFA_L500_61 EFA DOBLE Start Fault USER.GGIO1.Ind02 5tVal(ST) 3 Boolean
SV_EFACECIO/LLNOSGOSEFA_LE00_Gof1 DSforGetl EFA_LE00_&1 EFAPTOC Str PROT.PHOCIPTOC Str.general (5T) 7 Booclean
SV_EFACECIO/LLNOSGOSEFA_LB00_Gobkl DSforGob1 EFA_LB00_6B1 EFAFTRC.Op PROT.SPTRCIPTRC1.Op.general (ST) 9 Boolean
SV_EFACECIO/LLNOSGOSEFA_LS00_Gob1 DSforGob1 EFA_L500_61 EFA RBRF.OpEx PROT.SPEF1RERF1.0pEx.general(ST) 5 Boolean =
SV_EFACECIO/LLNOSGOSEFA_LE00_Gof1 DSforGetl EFA_LE00_&1 EFA Reset Deme CTRL.CS\wI1.0pCls.general (ST) 1 Booclean
SV_NRPIGOOT/LLNOSGOSgochl dsGOOSET MR_PCS202_A1 MR DOBLE Fault Start PIGO01.GOOUTGGIO . Ind2.stVal[ST) 2 Boolean
SV_NRPIGOO1/LLNOSGOSgochl dsGOOSET MR_PCS202_A1 MR Reset Demo PIGO01.GOOUTCSWI.OpCls.general (ST 3 Boolean
SV_NRPIGO01/LLNOSG OSgochD dsGOOSED MR_PCS202_AD MR PTOC2.5tr PIGO01.PTOC2 Str.general (5T) 2 Booclean
SV_NRPIGOO1/LLNOSGOSgochl dsGOOSED MR_PCS302_AD MR PTOCZ.0p PIGO01.PTOC2.Op.general (ST) 4 Boolean
SV_NRPIGOO1/LLNOSGOSgochl dsGOOSED MR_PCS202_A0D MR PTRC.Op PIGO01.PTRC1.0p.genersl(ST) 5 Boolean [
Dataset item assigned + Add below

b ] Y Label Details from SCL file G5E control block reference Dataset name SEE sz - L Data type 3§ Compare Walug J:

Instrument na.

F&150 - GN1 ~ {EFADOEBLE Start Fa | JSER.GGIO1.Ind02.5tVal{5T) SV_EFACECIO/LLNOSGOSEFA_L500_Gob DSforGob1 EF4_L500_81 3 Boolean = - 1 -
F&150 - GNZ ~ :NR DOBLE Fault Sta | PIGO01.GOOUTGGIO . Ind2 stVal(ST) SV_NRPIGOO1/LLNOSGO Sgochk dsGOOSET NR_PCS902_A1 2 Boolean = - 1 -
Fe150 - GMN3 | - :EFAReset Demo CTRL.CSWI1.OpCls.general (ST) SV_EFACECIO/LLNOSGOSEFA_L500_Gob D5forGobl EFA_L500_61 n Boolean = - 1 -
F&150 - G4 -~ i NR Reset Demo PIGO01.GOOUTCSWI1.0pCls.general(ST) i SV_NRPIGO0T/LLNOSGOSgoch1 dsGOOSET NR_PCS902_A1 3 Boolean = - 1 -]
FE150 - GNE - iEFAPTOC St PROT.PHOC1PTOC1.Str.general(5T) SV_EFACECIO/LLNOSGOSEFA_LE00_Gob DSfarGotl EFA_L500_81 7 Boolean = - 1 10
F&150 - GN& -~ :EFAPTRC.Op PROT.SPTRCIPTRCT.Op.general(ST) SV_EFACECIO/LLNOSGOSEFA_| 500_Gob DSforGob1 EFA_L500 &1 9 Boolean = - 1 -
F&150 - GNT ~ EFARBRF.OpEx PROT.SPEF1RERF1.0pEx.general(ST) SV_EFACECIO/LLNOSGOSEFA_| 500_Gob DSforGob1 EF4_L500_61 5 Boolean = - 1 -
F&150 - GNE 1 - MR PTOC2.5tr PIGO01.PTOC2 Str.general(ST) SV_NRPIGOO1/LLNOSGO Sgockd dsGOOSED NR_PCS902_AD 2 Boolean = - 1 -




Configuring Doble F6150sv test set for
Signal Output Simulation (GOOSE Publishing)

* Map selected GOOSE data

signals to logic Outputs (GP#)

of test set

Y

:

* Verify “True value” and “False

value” for signals simulated
during testing

Ch1 POTT Rx « GF?

CB1 Pos v GP3

- 1

Doble Engineering Company
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Substation | F& Input _-I F& Output PC GSE Simulator Subscription Mapping | MNotes |
Dataset items available
GSE control block reference Dataset name GSE application ID Label Details from SCL file Item no. Data type
XCER_DOBLESystem/LLNO$GO Sgcbn Dsetl_CBStatus DOBLE_FE150sv_20 DOELE ¥CER CHCE1.CBIXCBR1.Pos st\Val(5T) 1 CodedEnum
Dataset item assigned 4R Add below
II'IStr'iIEI'I'IEI'It D Label Details from SCL file GSE control block reference Dataset name e aﬁE)hcatmn Itneor.n Data type | True value & | False value | Delete
FE150 - GP1 - DOBLEXCER {CHCBE1.CB1XCBR1.Pos.stVal(ST) | XCBR_DOBLESystem/LLNOSGOSgeb0 :Dsetl_CEStatus DOEBLE_FE150swv 1 CodedEnu 2(10) - 1(071) - % |
Signal Name Output Mo z . -3 . 4 5 6 .
AB FI1 90% Line CBTripTime1 Zero Values Prefault2 AB FIt2 930% Line
Ch1 Goose InSe v GPB

D




Configuring F6150sv test set for
Simulation of Sampled Values

S eet nurnber

Sv D LIME_T MU 01 1 BIUS_& MU 02 01 TRAFD_1 MU 03 01
Dest, MAC Address 01:0C:C0:04:00:01 01:0C:CO:04:00:20 01:0C:C0:04:00:11
APPID [Hex] 4000 4020 4011
WLAN ID Hex | 0 003 003
WLAN Priority 4 -] 4 | 4 |
Simulated by test zet L] L] L]
Time spnchronization Aukarnatic -| Local overide - | Unspnchronized = |
Cuality
Source WA, ﬂ WA, ﬂ WA, ﬂ
Derived = = =]
Operator Blocked = = =
Test I I w | I
Source Frocess | Process | Process |
Inaccurate = = =
Inconzistent = =] 1=
0ld data = = =]
Failure = =] =
Ozcillatony = =] 1=
Bad Reference | m po rt = =] =
Out of range = =] =
Overflow SCL fl IeS = =
¥ alidity - Good - Good -
00700000 00 00 00 0070000 00 00 00 0o 0070000 00 00 00 0o ]
¥ Same for all Sources ¥ Same for all Sources ¥ Same for all Sources |L
4

1

2

3

Fy

Insert |

Append

Delete

»
Save

Y

:

» SV sets for Substation

ilate up to 3 sets of SV
\neously for each test

ulation flag

zation

(based on GPS signal)
ke Local & Global
ke Unsynchronized

tc.

26
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MMS Client, Reporting and Control doblel

Client Simulator |' Server Simulator \

View IED Details and Configuration reports [Q Discover remote 1ED ] [& Select 1EDs for communication ] [Iil Save as SCLfile ] [‘:‘ Control operation

IED Explorer r B \

=-1ED LINE1(10.1.150.20) » | LINE1{10.1.150.20).CtICB1.CB1XCBR1.5T Pos - Switch Position
LB
-8 AutoControl Data Name Data Description Value Description Value Type
[#-:LD] AutoRecl =
W-L0 AutoRecz CB1XCBR1.5T.Pos.stWal Status value of data Closed |v 0 ODED
@it AutoSynChkl || CB1XCBR1.5T.Pos.q Quality of the attribute(s) representing the walue of data G-00000000-P-00 BIT_STRING
LB AutoSynChk2 CB1XCBR1.5T.Pos.t Timestamp of the last change in data value or g 2018-05-24 16:23:08.402 UTC_TIME
#-iLs, CBControl DeSCl'i ption Of
=-ith CHICB1 . °
Write t
Ly CBICILO! Data Name  Data Description y3lues and Data Values oo sever
m-Ly CB1CSWIL - - — .
Watch window Client activity loi
oLy CB1PTRCL | tv log | enumerations
E'"'L.N CB1XCBR1 ’Watch 1 v] [ + ][ - ] Read value from IEDr  Refresh every 5 =)
G-fe CF
---'FC DC Data Mame Data Description Value Description Value Data Type
LINE1.Sy=tem.LLN0.5T.Beh.stVal Status value of data test-blocked 4 INTEGER u
LINE1.System.LPHD1.5T.Sim.stval Status value of data TRUE 1 BOOL E]
LINE1l.System.LGOS1.5T.Beh.stval Status value of data test-blocked 4 INTEGER @
LINE1.ProtOwCur.OcpPTOCL.5T.Op.general |Logical OR of the phase values, for trip, start or operate |FALSE 0 BOOL E
T - LINELl.ProtOwCur.QcpPTRC?7.5T.0Op.general |Logical OR of the phase values, for trip, start or operate |FALSE 0 BOOL [E
®-DO OpCn

Watch window — Automatically polls and
updates selected data 21



Control User Interface

* Test sequences of control operations with ease

—Non-expert mode hides/disable buttons and fields and allows only valid operations
—Expert mode enables everything and allows testing of invalid sequences

Y

:

D

* Filters for easy selection of objects Control N E
Filters
e Support all control models — © S s . N
_ o Logical Device: CHCB2
—status onIy © Mod eA Control Object:  CB2CSWI1.C0 Pos Dper.cilVal
—direct with normal or enhanced security - T Cortrol odel: Sstus enly S —
—SBO (select-before-operate) with normal o Mod: 1 Beh: 1 ) Erble sostcatrss (U
security || D ecown Commend Vee. [Open 2
—direct with enhanced security e eor ooy (b 0
—SBO with enhanced secu rity B"ig..ffn?g:_fUTEE"TXA"PZ Originator Identty 00 00 00 00 00 00 0D 00 00 00 00 00 00 00 D0 00 0D 00 00 00 00 00 00 000
. . by CSWIT Control Number |1
* Test control operations with checks of mz--;_aflz}é% - Bl Tt Coerntn Toue B [EESHZENNEIN
interlocking and synchronization CSeem =
8 . y . . o scow [ Select I Operate | Cancel
* Perform tests with IEDs in test mode ~n scows
. _____ L:j SCS‘:'-JIB Timestamp Status Code Addcause
with the control sequence Test flag nemn e s ~ o
Set vuwic Lngineering Company 28
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User Control of IED’s modes for Testing

LD or LN.Mod
—on (1)
— blocked (2)
— test (3)
— test-blocked (4)
— off (5)

*PHD.Sim
— false (0)
—true (1)

Y

q‘u:
Control @
Filters &
i Switch/ Breaker @& Sim IED: LINE1
5 Mod - Al Logical Device: System
@ M = A test- ked
- i s Control Object:  LLND.CO.Mod Oper.ctliVal
=-1ED LINE1 Control Model:  Direct with nomal security
Lo AutoRec Cument Status
-8 AutoRec2 Mod: 4 Beh: 4 Enable expert features [T
[ LD AutoSynChicl
[#-to AutoSynChc2 Command Value  |testblocked (4) v]
---|.|:| CHCE1Fail
Lo CHCB2Fail
---|.|:| ProtDis I Operate " Cancel ]
Control il @
Filters
™ Switch/ Breaker @ Sim IED: LINE1
i i Logical Device: System
i Mod = Al
Contral Object:  LPHD.CO.S5im Oper.ctlVal
F-JEx SEL_751_B1_P1_IED Control Model:  Direct with nomal security
EI]EJ LINET Cument Status
BB System Mod: 1 Beh: 1 Enable expert features [ |
=Ly LPHD1
ees® o Sim Command Value [tn.le (1) v]
[+-IED| GE_P&45_Tx4_P1
-JED ABE_RELG70_Line1_P2
-4 - —ne - I Operate " Cancel




Real-time Data Visualization and Recording — p
GOOSE, Reports, Sampled Values

Live Tabular view - Selected signals only or All signals Annunciator view - with animated widgets
Identify identical sources (real & test); Sim = true or false (user configurable); Detect if GOOSE is disconnected

' Tabular | Grophs Recordng | Annuncator |
 GSE Report
GSE contro block reference | Dataset name  [Tte... GSE application 1D« SCL Details Datatype | Value Time of last val... |Last Msg.... |Last Msg...
LINE1System/LLNO$GO$geb03 | Ds3_FCDA_FCD |11 | LINE1System/LLNO$GO$gch03 | CHIOBL.CBIXCBRLPos.(ST) utCTimestamp | ERECI I STl 2016708707 22:... |7 5493
LINE1Systeny/LLNOSGO$geb03 |Ds3_FCDA_FCD |4 | LINE1System/LLNO$GO§gch03 | ProtSchem.DisSchPTRCS.Op.a(ST) Quality G-00000000-P-10 2016/08/07 22:... |7 5493
LINE1System/LLNOSGO$geb03 | Ds3_FCDA_FCD |3 | LINE1System/LLNO$GO$gchO3 | ProtSchem.DisSchFTRCS.Op.general(ST) |Boolean o 2016/08/07 22:... |7 5493
LINE1System/LLN0$GO$gch03 | Ds3_FCDA_FCD (2 | LINE1System/LLNO$GO$gch03 | ProtDis. DisPTRC3.0p.a(ST) Quality G-00000000-P-10 2016/08/07 22:... |7 5493
LINE1System/LLNOSGO$geb03 | Ds3_FCDA_FCD |1 | LINE1System/LLNO$GO$gchO3 | ProtDis. DisPTRC3.0p.general(ST) Boolean o 2016/08/07 22:... |7 5493
LINELSystem/LLN0$GO$gch03 |Ds3_FCDA_FCD |5 | LINE1System/LLNO$GO$gch03 | ProtSchem.DisSchPTRCS.Op.H(ST) UTCTimeStamp | |2016/08/07 22:13:38.536 2a_|2016/08/07 22 |7 5433
Watch wind in Cli t/ S | lobal

Watch window | Client activity log ]

[Wat:h 1 v] [: Read value from IED  Refresh every 5 = (s)

. .
Data Name Data Descrpton Value Description. | Valus | Data Type Logging view- GOOSE &Reports + dataset details
LINE1.System.LLNO.ST.Beh.stVal Status value of data test-blocked 4 INTEGER x
; . | Report i = i |
LINEL.System.LPHD1.5T. Sim.stval Status value of data TRUE 1 BOOL x Gsetea | e e, e PO
. GOOSE GSSE Al < Ewressions 30 Save Clear o Refresh Fekresh in B e
LINE1.System.LGOS1.5T.Beh.stVal Status value of data test-blocked 4 INTEGER |x | 2 = HE ‘ ‘ ”" b
| LINE1.ProtOvCur.OcpPTOC.5T.0p.general [Logical OR of the phase values, for trip, start or operate |FALSE o BOOL x Lastisg. Arrivaltime | Time of last value change | GSE Control Ref Dataset name Application 1D State Change No. | Seq Number  Simulate Bt Meed comm.
R WIS 2G0T 21T UNE1Sytom/LLNOSGDIGcb03  Ds3_FCDA_FCD UNESysemALNGS . 7 s Fabe e
— O . | | h . 2016-08/08 01-15:56 851 2016/08/07 221333 582 LLINE System, L NGSGO Sgcb 02 Ds2_FCD LINE System/LLNOS 11 4004 False. Foise
— . 20160808 01-1:56.688 1G0T 22138 581 LINE1Symem/LLNOSG0s9b01  Dsi_FCDA. LINE1SymemALNDS . 11 004 Faise Fase
SClllograpn views — GOOSE, Report, SV; Save COMTRADE  zums mooins s oo, s o ——
WETOTIINE  WWRTZ 1M LINE1Syon/LLNOSGOSb2  Da2_FCD LNE1SysemALNES . 11 ot Fase s
. WOEn Fes 108 WIEOAEOT1S5EE  EROTZ2 133581 LINE1Sysem/LLNOSGOS0cb01  Dal_FCOA LINETSysem LIS 11 e Faios Falen
(E==5 WO FOTT s 4 WSO IL07Z211958 LINE1Symem/LLNOSGOR:b0)  Da3FCDA_FCD LNE1SymemALNDS . 7 oot Fue e
L - «
- B Pl Trig Dawmt [Datssetinto [ tento I Data e [ [y
= — L (e R GSE Conmol Fef. LINE 15ymemiLLNISGOSgeb0 T Beslexn ‘
B | — E—— pue—_ LINE 19/mtermLLNISG0Sact01 2 Qualy G 00000000 P10
= Cataset Hame Da1_FCDA 3 . .
g i J 4 Ouaty 0000000010
Nesds Commissioning.  False 4
== Simulate Bt False e : Festemn "
= Muiicast MAC Address:  D1-Dc-cdH01-00-00 e & Quaky G o000 F 10
- wddn e 1S 11 18311 48 Wi MRS 11 Wi 1318 o 10 B - Boe 7 Bodem 0
Time of natvlue change: 20160807 221338581 R [ Cusky G 0000000010
e State Chanoe No.: n o o s Bolemn 0
. ‘ Seq, Number 004 [ w sty GOOCO000010
| | | i ey ; o g T Boden 0
‘ 1] Data Nern Court. - - 2 Cusiey G-00000000-P-10
) ] | | | "o gyt 1 CodedErum ELL]
| | |
i , : i» Jompany 30
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Server Simulator

7

£ Client Si

Wiews  Project

iy
mulator y

Toals

Server Simulator ]

g

§E|Emﬁm|_mv+ v T

-
Simulation Editor ﬂ
S e — |FCE—— Insert 61850 Variables
& [=] Lsvss 61850 Variables Type Value
(=] Lsvss LINELCHICBL/CB1XCBR1SSTSPosSstVal CodedEnum  10-Close Fath Value
2 svs7 LINE {ProtDis/DisPDIS 1$5T Str Sgeneral
EJ"@ Lsvsa LINE1ProtDis/DisPDIS 155T$0pSphsA 0,0,1,1,1
[ Lsvss LINE1ProtDis/DisPDIS 185T$0p&phsB 0,0,0,1,1
&[5 Ledesiot LINE1ProtDis/DisPDIS 185T$0pSphsC 0,0,0,0,1
o @ OptGEIO1 Watch Variables Type Value LINE1ProtDis/DisPDIS 185T$0pSgeneral 0,0,1,1,1
i[5 ordruncaion LINEICHCBL/CBIXCBRISSTSPosSstVal  CodedEnum  10-Close LINE1CHCB1/CBIXCBR 165TSPosstial 01,01,01,10,10
- [=] PloGGIO1 LINELProtDis/DisPDISLSSTSOpSphsC Bool 0-False
-[2] RIyGEIO1 LINE1ProtDis/DisPDIS155T50pSphsB Bool 1-True
EJ--@ TVIRL LINE1ProtDis/DisPDIS1S5TS0pSphsA Bool 1-True
- (2] UsrGGIOL LINE1ProtDis/DisPDIS1S5T50pSgeneral Bool 1-True
-8 DataSets LINELProtDis/DisPDIS155T S5trSgeneral Bool 1-True
(1] Seripts |— Time Interval(ms): Mumber of iterations
- Simulation E N
. e 1000 [7] cydlic. 0 Aggregate GOOSE Insert Variable ] [ Save ] [ Cancel
,,ﬂ [Simulation][LINE1] — [Thu Hawy 31 22:55:30 2018] — IED not running nowl
@ [Thu May 31 22:55:52 2018] - starting IED [project : Simulation, device: LINE1l]
[Simulation][LINE1] — [Thu May 31 22:55:53 2018] — =s=tarted 'Demcl’ data simulation \:I
[Thu Hay 31 22:55:53 2018] - succes=fully started IED 'LINEl' in project 'Simulation’
[Simulation] [LINE1] — [Thu May 31 22:55:52 2018 (m=:338)] : Starting IED with IP 10.10.10.10 %
4 T ] +

* Use for simulating missing IEDs

during any testing phase

e Use to simulate special test
conditions

Doble Engineering Company 31



PC-based GOOSE Simulator

*Subscribe to
GOOSEs from IEDs

simulator virtual
inputs

* Use for simulating missing IEDs
during any testing phase

—]

*Map data items to ——
—>
—

/”IED/GOOSE Simulator \

Perform

A\

mathematical

A\

and logical

operations
using scripts

\YELVELLY,

\ 4

change

v VvV

\ data values /

Doble Engineering Company

Y

:

Publish GOOSEs
with data values
from calculated

results, and/or

from manually
entered values

e Use to simulate special test
conditions

32
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Protection Test software solutions

Test T lc ist t :nls : T est Configuration T est Elements T epoits T otebool o Vi S u a I m O d e | i n g a n d testi n g to
S— I verify settings and characteristics
Test Current [4] [ 1e54m39

Test Pointz and Results

N | BN | oN | ae | _BC | ca | aBC
z

* Avoid changing settings and signal
mappings
*Smart testing targets specific

Angle | %Zone | Zone |texp[ms]t act [ms]| Ewal |t mir = |
4 71582 8000 838 Znl 200 2E8 Pazz 0.0
5 [8.808 8000 1101 2nl 3200 6.4 Pass 288
E [12.801 80.00 80.000 Zn2 3200 6.4 Pazz 288
7 14384 8000 838 ZnZ 3200 F1E64 ass 288
g 55 918
g

17.615 /60.00
32.000 |ETN 8 |Pass =
S nnnnnnn e -

: — functional el by applyi

Clear Test Results | Ozcillagraph | u nCtlona e ements y a pp yl ng
Rur Test: Fault T
L correct voltages
" Selected Point Only V¥ AB ~ BC I~ Ca ]
" Spiral v ABC d t

Eror to be calculated Graph Type 2 a n C u r re n S

[T Show Phasors P ——— 5 ESIEE
[~ Mo Emor calculation  Absolite ® 27 s 1000—
[T Mo Evaluation -

E
= 200

* Automatically identifies the elements that
operated based on measured operate times "
and/or status of data signal

] ] ]
o 20 30
Z (0hm) 33



Protection Test software solutions

a! NewRelayl: NewTestPlanl - Protection Suite

Test 2: New_State Simulation_1

E=Siof ]

Protection Suite sw

[ Edit.. Save

]BI Tools.. | [ Run Test ]B

* Power system

Power System Impedance Model Model Configuration | Parallel Line with Tap =l
Element Type - -
e | e | oo 2 = 2] Moaeils
Line 1 1.800 20.000 6.560 90.000 4:#/5?1
Line 2 1.900 90.000 5.550 90.000 n Line:2 n —
Mutual {Line 1 ]| Line 2) 1.000 90.000 .
Tap Line 1800 20.000 5560 20.000 F T o o
R T e T T * Transient testin
s2 s [r] zem 90.000 2.120 90.000
53 = Iz 300 s0.000 2120 80,000 Display Fault Model Fault Location
PSM Control ]
A Coordinates  Polar [-]  FaultType! PG [v et [+]
Place States PrifSec  Secondary |v| Rfg 30.00% B
Source Magnitude. Angle
e SyncPSM States Tap Location
s1 66.400 5.000
2 L osaw oz o Ry A o s 3
s3 66,400 0.000
- -
Fault Conditions and Load Flow (secondary values) [[] Show Symmetricals Show Pre/Postfault
Wiy A Relay B Relay € Relay D
SimmeIDs Prefault/Postfault  : Fault Conditions Prefault/Postfault Fault Conditions Prefault/Postfault Fault Conditions Illelaufl,’llcisﬂauﬂ Fault Conditions
« v
‘ Battery E 0 E E Tests | 2. New_State Simulation_1 (State Simulation) '] IO [T] Show latest resuts with test conditions Time

Doble Engineering Company
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Test Preparation for Ensuring Security and Efficiency

* Collection of well-

* Import SCD file
* Divide substation

into manageable
sub-systems

* Identify standard or
similar sub-systems

* Identify and select
related IEDs for each
PAC sub-system

* Matrix of GOOSE
messages and signals
* Publishing
* Subscriptions/external

references

* SV massages

* Develop 61850 Test

» System conditions

* Develop automated
test plans

configuration files
* Normal and test

* Normal
 Simulation / Test

» Map GOOSE Signals to

* Functional element

F6150sv Logic I/0 tests
* Simulation: sequence * Multi-element tests of
tables and scripts main functions

* Fault conditions and
control sequences
 Multi-lIED scheme tests

* Live Data visualization
and recording (GOOSE,
SV, Report)

» Client config. for control,
report, watch/polling

* Provide special attention to test isolation and security to
prevent inadvertent operation of devices in normal
operation while performing test on other devices.

* Thoroughly test and vet configuration files and test plans

 Document configuration files and test plans and provide
clear procedures and instructions for test personnel

organized files and
test plans

* Select, use, reuse

applicable files and
plans for:

« Factory Acceptance
Tests

» Commissioning tests

* Maintenance tests

Fully tested and
properly documented
configuration and test
files promotes efficiency
and ensures security
during testing
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